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INTERNET OF THINGS GUIDE

Conversations among executive teams are increasingly centered around the Internet of Things ("IoT").
But with each contributor approaching connected devices from a different vantage point, how can you
bring everyone into a conversation about the larger business and legal issues at hand?
We intend to help you start that discussion through this guide. We have prepared material that can serve
as a shared resource for your peer group discussions to give everyone the background they need on the
business and legal issues behind connected devices.
In this guide, your team will find opportunities to explore best practices for secure contracting, monetization
strategies for data, exporting products in a connected world, protection of trade secrets and other
considerations for your workforce, how to approach notice and choice for your connected users, when
a system may be considered state-of-the-art for legal purposes and legal implications for the marketing
team when communicating with connected customers.
At Ice Miller, we understand that the IoT will provide unprecedented speed for automation and almost
instantaneous data collection, analysis and sharing between devices, businesses, and users. Leveraging
this speed for business growth means that systems and processes must be in place to protect your
customers and your business.
Our attorneys have helped clients stay ahead of a changing world for more than 100 years. Our Internet
of Things Industry Group includes attorneys who are engineers, IT analysts and data architects, with legal
backgrounds that span our full-service law firm.
As your conversations around connected devices unfold, turn to our team for assistance with any questions.
We are here to help you leverage smart connections for business growth.

Best regards,
JUDY OKENFUSS
Chair - Internet of Things Industry Group
Managing Partner
Ice Miller LLP
317.236.2115
judy.okenfuss@icemiller.com
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BUYING IoT TECHNOLOGY:

HOW TO CONTRACT SECURELY

By Nicholas R. Merker, Partner, and John Thornburgh, Partner, Ice Miller LLP
More and more products are shipping with sensors and network connectivity to capitalize on the currency
of data. Data interconnectivity between these devices creates new opportunities to identify and support
insights about how use of these products impacts your company. For example, a meeting room may
automatically turn on its lights and air conditioning ten minutes before a scheduled meeting by using thirdparty software; your employees may transmit data about how many steps they’ve taken, their heart rate
and their caloric intake to a third-party vendor as part of a wellness program; and equipment all throughout
the enterprise (from the trash can to the HVAC system) might generate alerts to third-party vendors when
in need of repair.
What happens when your network-capable trash can becomes the entry point for a hacker?
What do you do when your wellness vendor is compromised and employee data is published on the
Internet?
How do you know your Internet of Things (“IoT”) products are safe?
These are not academic questions. The 2013 Target Corp. data breach reportedly stemmed from a
compromise of network credentials maintained by a third-party HVAC vendor.[1] Recent research also
reveals how old cybersecurity vulnerabilities are present in new network-capable, consumer-facing
products, like baby monitors.[2]
In the United States, costs associated with data breaches have risen each year over the last three years.
[3] When a breach of consumer or proprietary business information occurs, a company will pay costs for
audit and consulting services, legal services for defense and legal services for compliance.[4] A company
that negotiates information security into its contracts to purchase third-party IoT products may avoid some
of these costs, either through risk transfer or by avoiding the incident completely. Of course, identifying
and mitigating cybersecurity risks with these vendors requires collaboration among multiple business units
and a vendor willing to negotiate.
This article will discuss how a lawyer may address risk management during the contract negotiation
process. It is broken down into two phases of the procurement process: product evaluation and contract
negotiation.
PRODUCT EVALUATION
The product evaluation phase in IoT procurement is critical. A lawyer cannot intelligently negotiate a
procurement contract without understanding how the network-capable product is going to be utilized in the
environment and/or whether a third-party vendor will require access to the product (e.g., for maintenance).
Take one example — if your company is purchasing a surveillance camera that is equipped to generate an
alert when it detects sound, the risk associated with installation of that camera is much different depending
on where it is deployed logically and physically, who has access to the data it generates and what features
are enabled or disabled. In this example, if the camera is deployed above the water cooler and is accessible
by the third-party vendor to conduct maintenance, you may have concerns over the privacy of employee
conversations that could be captured by the camera. If, however, the camera is deployed over an external
door at a remote site, that concern is nonexistent. In another example, if the camera is deployed in the
United States, the privacy and data security risks are much different than if the camera is deployed in the
European Union.
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Understanding how the product is deployed, what information it will collect and how that information will be
used will require conversations with those at your company who will be using and maintaining the product,
including information technology, privacy, and information security. Although these conversations may
naturally happen through your company’s vendor management practices, one way to kick-start them is to
implement privacy-by-design. Privacy-by-design is an approach to protecting privacy by embedding it into
the design specifications of technologies, business practices, and physical infrastructures.[5] A key tenet
of privacy-by-design is to think about privacy in the design and architecture of systems and processes
at the outset. A company that implements privacy-by-design would require that company stakeholders
discuss how the implementation of a new IoT product would impact privacy and information security for the
organization.
Once a company understands how an IoT product will work in its environment, the next step in product
evaluation is to understand how that product alters the company’s risk profile through a risk assessment.
A risk assessment is the process of identifying risk, assessing risk, and taking steps to reduce risks
to acceptable levels for the organization.[6] How your company conducts a risk assessment may be
determined based on your industry, the type of information you collect, how your company is regulated,
or by industry standard. There are many different risk assessment strategies and guidance available and
entire articles could be written on this concept alone.[7]
Many risks identified in this process will be mitigated without the involvement of legal, possibly through
network design, identity and access management, disabling unnecessary features or implementation of
other security safeguards. Some unacceptable risks, however, might be ripe for mitigation through contract.
CONTRACT NEGOTIATION
With an understanding of the risks that need to be mitigated through contract, a lawyer is equipped to enter
negotiations. The following list of key contractual terms may be helpful during this process. Of course, as
discussed above, not all of these terms may be material — your deployment of the IoT product will dictate
which terms you need to spend your negotiation capital on to make sure your contract aligns with your risk
mitigation strategy.
ESTABLISH AND MAINTAIN AN INFORMATION SECURITY PROGRAM
Require an IoT vendor to establish, implement and maintain an information security program which
requires the vendor to maintain commercially reasonable security safeguards designed to protect against
any unauthorized or illegal access, loss, destruction, or other exploitation of the purchased IoT product. A
strong information security program at the IoT vendor will help ensure that your company’s data gathered
by the IoT product and sent back to the IoT vendor will not be misused, either by the company or an
unauthorized third party.
What is “commercially reasonable” will vary dramatically based on your industry and the compliance regime
that you must follow. It is also somewhat difficult to understand what constitutes commercially reasonable
information security for any business. It is much easier to say what is clearly not commercially reasonable
than it is to say what is commercially reasonable. For example, the Federal Trade Commission has stated
that storing passwords in clear text is not commercially reasonable.[8]
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In an attempt to make the concept of commercially reasonable more understandable, you can cite to
industry guidelines. The FTC has produced an IoT cybersecurity guide for businesses, the U.S. Food and
Drug Administration has established a set of guidelines for IoT cybersecurity in medical devices, and other
industry groups are attempting to establish frameworks for IoT cybersecurity.[9]
Another way to make the concept of commercially reasonable more understandable is to align the vendor
with your information security expectations by enumerating the types of cybersecurity safeguards that
you expect will be implemented. For example, you can specify that the vendor implement a strong asset
management program, establish a strong termination procedure to prevent former employees from
accessing your company data, implement reasonable physical security controls at data centers, and
require encryption of your company data at rest and in transit.
IoT product procurement also may require additional considerations by the vendor regarding how the
product was developed. Consider requiring that the vendor represent and warrant that it has developed
the product using reasonable information security coding practices, such as by requiring its developers to
undergo secure code training, establishing peer code reviews, performing penetration testing and quality
assurance of its IoT product before deployment into the market and others.
CYBERSECURITY INCIDENT RESPONSE
In the unfortunate event that your IoT product directly or the third-party vendor who receives data from it or
has access to it is compromised, you do not want to be left holding the bag for losses resulting from that
breach. As discussed above, the cost of remediation efforts (e.g., legal defense, forensics, etc.) resulting
from a data breach is high, and you may negotiate that your IoT vendor covers these costs. Given the high
cost associated with a data breach, also consider that you require your IoT vendor to procure cyber-risk
insurance that will apply when a data breach occurs related to the IoT product.
Additionally, your IoT vendor may be in a better position to know that a security incident has occurred. For
example, if they receive alerts from the IoT device or routinely log in to the IoT device for maintenance
purposes, your vendor may know that an attacker has gained access to the device and pulled data from
it before you do. Consider requiring that your IoT vendor notify you immediately in the event that it learns
of a security incident. With some laws requiring notification to consumers impacted by a breach within 30
days, you want your vendor to notify you much sooner than that to give you time to evaluate the incident
and plan a response.
JURISDICTIONAL COMPLIANCE
Depending on your industry and the location you deploy your IoT product, you may have jurisdictional
requirements that you want to ensure are met. For example, if your IoT product is collecting personal data
of data subjects in the European Union and transferring that data to a United States entity for processing,
you will want to ensure that the IoT product conforms to the European Union’s strict requirements for
processing personal data and for transferring that personal data out of its jurisdictional borders. Similarly, if
your IoT product might collect government data in the United States, you will want to ensure that data does
not leave the country.
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DOWNSTREAM OBLIGATIONS
Another key risk that is ripe for mitigation in the contracting process is addressing how your IoT vendor
utilizes its own third-party service providers. If your IoT vendor engages a subcontractor for any purpose,
make sure to require that this subcontractor conform to the same information security requirements that
you expect of the IoT vendor itself.
A quick example highlights the importance of this requirement. In 2015, the Indiana attorney general
entered into a settlement with a local dentist who was accused of mishandling records containing sensitive
patient information. The attorney general alleged that the dentist hired a private company to retrieve and
dispose of old patient records, but the third party simply discarded the records in an Indianapolis dumpster
rather than appropriately disposing of them.[10]
AUDIT RIGHTS
Requiring that your vendor comply with all of these information security requirements via the contract
is a great step in mitigating risk. However, a contract is merely an instrument and does not guarantee
compliance. To verify that your vendor is adhering to these requirements, consider negotiating an audit
provision that gives you or your third-party independent auditor the right to enter the vendor’s premises
and conduct an assessment. This assessment may be a strict review of your vendor’s compliance with its
contractual obligations or a review of your vendor’s adherence to an accepted set of industry standards.
Alternatively, rather than conducting an audit yourself which might be at your cost, you may consider
requiring that the vendor undergo an audit from an independent third party and produce the results of that
audit to you on an annual basis.
CONCLUSION
This article is not meant to be exhaustive of the contractual terms that you will want to negotiate during IoT
procurement. It aims to identify some key terms that you may not have considered material in these types
of negotiations. It should be appreciated, however, that an attorney negotiating a contract for IoT product
procurement should understand how that product will be deployed in your company to truly appreciate the
risks that need to be mitigated.
For more information on the IoT, contact Nicholas Merker, John Thornburgh, or a member of our Internet
of Things Industry Group.
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WHAT CAN I DO WITH ALL THIS DATA?

HOW TO PROTECT DATA FOR MONETIZATION STRATEGIES

By Thomas Walsh, Partner, and Eric Goodman, Partner, Ice Miller LLP

“The most valuable commodity I know of is information.” That line, spoken by Gordon Gekko in the 1987
film classic, Wall Street, is even more relevant today when considering business opportunities created by
the Internet of Things (“IoT”). While the legal and business considerations surrounding the IoT have been
largely focused on the data captured by connected devices as utilized within the context of these connected
devices, there is another opportunity that cannot be ignored … that the data itself is an asset that can be
exploited for a profit, separate and apart from the devices and processes from which it was generated.
Conditions are ripe for data monetization as a byproduct of the IoT. Connected devices can generate
massive volumes of data. Data transmission, processing, and storage costs are decreasing. Data analysis
skills are increasing, and robust analysis and visualization tools are available. As the volume and variety of
data continues to rise due to the IoT, so do the opportunities to find value in it. Businesses are becoming
increasingly aware that they may possess a new form of asset from this under-utilized data. The challenge
facing these businesses will be how to maximize the potential of this data, and how to get this data and/or
products based on the data to market.
As a business considers data monetization strategies, a fundamental question will be, “Do we actually
have rights to this data?” Data gathered through IoT sensors and systems can pass through many hands.
For example, (i) an end-user creates the data; (ii) a sensor manufacturer’s hardware collects the data; (iii)
a software company’s software processes the data; and (iv) a service provider’s service aggregates that
data. All of them may want to claim some rights over the data. Further complicating things is that IoT data
has two components – raw data collected from connected sensors and systems, and also data derived
from this raw data through subsequent processing. Ideally, there will be agreements between and among
the persons and entities involved in the creation and processing of IoT data that allocate the rights and
obligations of each party with respect to the IoT data. However, it is distinctly possible that such agreements
will not exist or will not adequately anticipate the rights allocation issues, which could result in negotiations
concerning data that one party wants and another would like to keep to itself. Businesses participating in
an IoT data stream are advised to review agreements with hardware, software, and servicing vendors in
order to confirm that data rights are allocated as anticipated. Otherwise, a business may discover that it
has paid for a product and/or service, and then must pay again to get access to its data.
Assuming that there are no data ownership questions, data assets may qualify for protection under
traditional intellectual property theories of copyright and trade secret. However, in each case there are
challenges that the data asset owner must consider.
A copyright provides its owner with a bundle of exclusive rights in an original work of authorship for the
duration of the copyright. These exclusive rights include the right to: reproduce copies of the work; prepare
derivative works based on the work; distribute copies of the work; and publicly perform and publicly display
the work. The exclusive rights conveyed through a copyright may be licensed collectively or individually.
A limitation on copyright protection that is important to a data asset owner, is that a work qualifies for
copyright protection only if it possesses a minimal amount of creative expression. Thus, a mere collection
of facts in a database cannot be protected by copyright. A party’s act of collecting information and compiling
it into a database does not, by itself, confer copyright protection on the database. However, where a
compilation of data contains a sufficient amount of creativity in how the data is selected, coordinated, and
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arranged, the compilation as a whole may be copyrightable. Fortunately, the threshold level of creativity for
copyright protection of a compilation of data is low. Many compilations will qualify for copyright protecting
by virtue of the compiler’s choices in the selection, coordination, and arrangement of data.
With respect to trade secret protection for data compilations, the most common definition of a “trade secret” arises
under the Uniform Trade Secrets Act, which has been enacted in every state except for Massachusetts,
New York, and North Carolina. The Uniform Trade Secrets Act defines a “trade secret” to be:

“information, including a formula, pattern, compilation, program,
device, method, technique, or process, that:
(i) derives independent economic value, actual or potential, from
not being generally known to, and not being readily ascertainable
by proper means by, other persons who can obtain economic value
from its disclosure or use, and
(ii) is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.”

In other words, under the Uniform Trade Secrets Act a “trade secret” is information that is valuable because
of its secrecy, and is also protected by efforts to maintain that secrecy. Many data compilations meet
these standards. However, in order to preserve trade secret protection, the data compilation owner must
take care to maintain secrecy. For example, the data compilation owner should limit the disclosure of the
data to only those employees, suppliers, customer, business partners, and licensees that are bound by
enforceable confidentiality and non-disclosure obligations, and that have agreed to limited use of the trade
secret data.
A data asset owner interested in pursuing a data monetization strategy that involves sharing data in raw
or compiled form with another party, must carefully consider the provisions of a data monetization license
agreement in order to preserve the value of the data asset.
Of principal concern should be the provisions of the data monetization license agreement that define
the scope of the license and restrictions on use of the data. The agreement must, as unambiguously as
is possible, specify those uses of the licensor’s data that are permitted and then prohibit all other uses.
The agreement also must specify whether the license granted is exclusive or non-exclusive, and whether
sublicensing is permitted or not. The agreement must specify any territorial or industry-specific restrictions.
Where the data is protected by trade secret, the agreement also must include provisions obligating the
licensee to preserve confidentiality, and provisions mandating data security safeguards, including physical,
technical, and procedural safeguards as appropriate.
Because the subject matter of the license is data, it is foreseeable that new data may be derived from the
licensed data through subsequent processing. The data monetization license agreement should allocate
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rights to this new data between the licensor and the licensee. Ordinarily, this new data would be the
property of the licensee. However, the licensor may wish to impose restrictions on the exploitation of
derived data in order to preserve the value of the original data set, or may desire to receive ownership of or
a license to the derived data in order to enhance the value of the original data set.
Of course, the license agreement must specify the payments or other consideration that will flow to the
licensor. In addition, it is normally appropriate to include audit rights that will enable the licensor to verify
that the data has been used within the scope of the license and, where compensation to the licensor is
variable or contingent on the licensee’s activities, to verify that the licensor has been compensated in full
according to the terms of the data monetization license agreement.
Risk allocation provisions should be given due consideration. Appropriate representations and warranties
should be included. Limitations on the types of damages that can be awarded in the event of a breach
should be included, and also caps on a party’s overall liability can be important.
The duration of the data monetization license agreement should be set forth clearly, along with circumstances
that would justify contract termination as a remedy for a breach or as a result of other circumstances. The
consequences of termination, particularly with respect to the licensed data, should be clearly articulated.
Finally, limitations on assignment and transferability of the data monetization license agreement must be
specified. For example, the licensor may not want the licensed data to end up in the hands of a competitor
through an assignment of the license agreement.
For more information on the IoT, contact Thomas Walsh, Eric Goodman, or a member of our Internet of
Things Industry Group.
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SECURITY TIPS

TO PROTECT YOUR CONNECTED BUSINESS

By Stephen Reynolds, Partner, George Gasper, Partner, and Clayton Heil, Partner, Ice Miller LLP
How can you leverage smart connections and protect your business? The FTC recently published guidance
for the design and marketing of products connected to the Internet of Things (“IoT”). The following steps
from the FTC are a great starting point.

| S
 tart with the fundamentals. Encourage a culture of security at your company
and avoid using default passwords.

| T
 ake advantage of what experts have already learned about security. Use
industry best practices such as encryption techniques and rate limiting (a system
for controlling the traffic sent or received by a network).

| D
 esign your product with authentication in mind. Consider adopting two factor
authentication. For example, requiring the use of a password and a secure token.

| P
 rotect the interfaces between your product and other devices or services.
One approach is “fuzzing” – a testing method that sends a device or system
unexpected input data to detect possible defects.

| C
 onsider how to limit permissions. Generally, limit access to information you
actually need.

| T
 ake advantage of readily available security tools. Such tools can include
network scanners, password strength checkers, and vulnerability scanners.

| Test the security measures before launching your product. Test the product in
scenarios that replicate how consumers will use the product in the real world.

| Select the secure choice as your default setting.
| U
 se your initial communications with customers to educate them about the
safest use of your product. For example, consider using an initial registration
email to explain how customers can use the product securely and most effectively.

| E
 stablish an effective approach for updating your security procedures.
Consider regular security evaluations and how you will provide updates.

| K
 eep your ear to the ground. For example, check free databases of

vulnerabilities identified by vendors and security researchers regularly such as the
National Vulnerability Database.

| Innovate how you communicate. For example, consider using icons, lights,
or other methods to signal when an update is available or when the device is
connected to the Internet.

| L
 et prospective customers know what you’re doing to secure consumer
information. View a focus on security as a competitive advantage.

How can you implement these steps? Remember that each industry – and each business – will have unique
opportunities in the IoT. Work with your team of advisors to design and develop actionable strategies to
meet your needs. Contact us to get started.
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WHAT IS STATE-OF-THE-ART

FOR INTERNET OF THINGS DEVICES?

By Judy Okenfuss, Managing Partner, and Kimberly Metzger, Partner, Ice Miller LLP
The number of products connected to the Internet is rapidly increasing. Smart homes, autonomous vehicles
and clothing that monitor heart rate — all products once just found in science fiction — are now part of
the vast array of the Internet of Things ("IoT"), a rapidly growing network of devices, objects and sensors.
Manufacturing no longer means simply producing a product that works; now, products must also compile,
analyze, and use significant quantities of data in real time.
Every day, companies are finding new ways in which the data generated by the IoT can be interpreted
to improve their products and, more importantly, provide previously unheard of services to consumers.
The medical industry is one of the leaders in this field. Insulin pumps, implantable defibrillators, and
other medical devices send data to health care providers who can immediately implement any changes
needed in treatment — all through the Internet. The motor vehicle industry is another leader. Driverless
cars are now operating on our roadways. Some companies are already operating fleets of autonomous
vehicles in which they control the operation of the vehicles, such as path and speed, and, also, monitor vital
signs remotely. If a vehicle needs maintenance or repairs, this information can be detected early before
breakdowns or accidents occur — thus improving productivity and reliability.
Companies are approaching the IoT in different ways. Caterpillar Inc. has an Analytics and Innovation
Division that is seeking to "transform the mountains of incoming data — from a single machine or engine,
an entire job site, the supply chain, a shipping location and much more — into valuable information for
our customers and suppliers." Other manufacturers are looking to partner with technology companies.
For instance, Komatsu Ltd. and General Electric Co. formed a data partnership to allow Komatsu to use
available data to determine the most efficient trucking routes for customers and to improve speed at mining
sites.
DEFINING STATE OF THE ART
As more products become connected to the Internet, considerations for producing "state-of-the-art"
products will change. In products liability law, courts generally look to whether a product incorporates "the
best technology reasonably feasible at the time the product was designed, manufactured, packaged and
labeled." Similarly, the statutory definitions of state of the art looks to the feasibility of technology: "State of
the art means the technical, mechanical and scientific knowledge of manufacturing, designing, testing, or
labeling the same or similar products that was in existence and reasonably feasible for use at the time of
manufacture." In determining whether the knowledge is available, courts have found that "a manufacturer
is held to the knowledge and skill of an expert in the field; it is obliged to keep abreast of any scientific
discoveries and is presumed to know the results of all such advances."
The IoT will bring new challenges to companies hoping to prove that their products are state of the art.
For instance, can an automobile manufacturer claim that its car, which does not incorporate autonomous
capabilities but has other safety features, incorporates the best technology reasonably feasible, such
that it would be considered state of the art? Tesla Motors Inc., Google Inc. and other companies have
demonstrated the feasibility of autonomous vehicles. Testing shows reduced accidents for these vehicles.
Or, will a manufacturing process without automation controls meet state of the art requirements when the
use of interconnected devices allows a company to minimize failure rates?
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REASONABLY FEASIBLE TECHNOLOGY
In answering these questions, an important factor is whether a technology is reasonably feasible. Courts
have wrestled with this question when faced with new developing technologies. Several years ago, the
Arizona appellate court was asked to determine whether a single stage air bag inflator was state of the
art in 1995. In determining that the car might not be considered state of the art, the court noted that dual
stage inflators (the technology which the plaintiff contended should have been used) "were on the shelf
ready to be implemented," even though at the relevant time no cars in the United States had been sold
with the dual stage inflator technology. A federal court in Florida was asked to consider whether flesh
detection technology was needed for a table saw to be considered state of the art. Even though evidence
demonstrated that the technology was not reasonably available and that introduction of this technology
would "transform the [table saw] into a much heavier saw costing many times more," the court refused
to find that a table saw without technology was state of the art. As the IoT continues to develop, courts
will need to consider similar factors when faced with the question of whether a product is state of the art,
especially with regard to products, which are not collecting, analyzing and using the available data.
CONSIDERATIONS FOR CONNECTED DEVICES
As for the products, which are part of this connected network, there will be additional considerations for
the courts in considering a state of the art defense. There have been serious vulnerabilities relating to
security of data shown in products as diverse as cars and baby monitors. Fiat Chrysler Automobiles
NV recalled over a million vehicles where it was shown that vehicles could be taken control of remotely.
Reports have been made of strangers hacking into video baby monitors and watching children. Without
appropriate protections, devices used in smart homes, such as Internet-connected security devices and
keyless entries can be hacked and disabled.
As such, any product connected to the Internet will also need to demonstrate that it employed state-of-theart techniques in the protection and handling of data. Although the courts have not yet addressed what
might be considered state of the art in this regard, generally, a state-of-the-art system with regards to the
data being generated and collected should ensure that data collected will not be misused by unauthorized
persons and that product access is limited to authorized users. To reach this goal, a manufacturer cannot
simply focus on the design and manufacture of the physical product. Rather, a similar level of attention
will need to be given to the infrastructure that manages the data and the protection of the data. Some
companies employ privacy by design, which is an approach to protecting privacy by embedding it into the
design specifications of technologies, business practices, and physical infrastructures. Privacy by design
requires the product designers to think about privacy from the outset. Privacy considerations will impact
the risk assessment and could have a significant effect on any failure mode effects analysis performed on
the product.
Regardless of the manner in which manufacturers approach the issue, factors that may be considered in
determining whether a product has incorporated protections that are reasonably and technically feasible
at the time of manufacture include, among other factors, whether manufacturers incorporated the latest
techniques for encryption of data and authentication of information. The courts may seek confirmation
that as part of the design process manufacturers used reasonable information security coding practices,
followed peer code review and conducted security assessments. Also, courts may consider whether
quality assurance testing includes penetration testing and other security measure testing before release
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into the stream of commerce. Finally, courts may broaden the responsibilities of manufacturers and for
connected devices require monitoring after sale and patching of identified vulnerabilities. Although the
specific factors to be considered are not yet known, there is no question that, as the IoT expands, so does
the technology available to manufacturers. As such, it may only be a matter of time until the courts find
that the use of interconnected devices, including the collection, analysis and use of the data generated, is
reasonably feasible and required for any product, which claims to be state of the art.
For more information on the IoT, contact Judy Okenfuss, Kimberly Metzger, or a member of our Internet
of Things Industry Group.
WHAT ARE ‘FEASIBLE’ PROTECTIONS FOR CONNECTED DEVICES?
Courts may consider these factors to determine if your product incorporated
reasonable and technically feasible protections.

+

|D
 id your company use the latest techniques for

encryption of data and authentication of information?

W
 as peer code review followed?

|W
 ere reasonable

information
security coding
practices in place?

▶

▶

|D
 id your

D
 id your code team conduct security
assessments?

 Was penetration testing done?

 Were other security measures tested?

company use
quality assurance
testing?

W
 as the product tested before release
into the stream of commerce?

| D
 id your company monitor security after the sale and patch
identified vulnerabilities?

*Disclaimer: These factors do not guarantee protections.
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EXPORT CONTROLS

AND THE INTERNET OF THINGS

By Dale Stackhouse, Partner, and Dustin DuBois, Partner, Ice Miller LLP
Computers, smart phones, and the Internet have changed many things about the way we live and work.
They have put travel agents, record stores, mail carriers, and photo developers out of work. They have
given us something to do in elevators other than stare at the floor numbers as they change. They have also
given us new ways to communicate with others and given others new ways to gather information about us.
Some of this is new, but not all of the issues that this new technology raises are completely new.
As communication technology has evolved from smoke signals and flags to telegraphs, telephones, radios,
faxes, desktops, laptops, cell phones, smart phones and now appliances, some things have remained constant:

1. S
 omeone will figure out a way to use the new technology for advertising.
2. S
 omeone will use the new technology for military communications.
3. Someone will use the new technology to try to transmit — or gather —
information before others do, and use that information to their advantage.
4. S
 omeone will try to intercept or get access to other people's private information.

Whenever confidential information is gathered or communicated — whether it is information about when a
refrigerator filter needs to be changed, where the Fifth Fleet is going next, or how many miles a teenager
drove on her way to the "library" — anyone who uses, manufactures, or sells products that gather and
communicate information needs to be aware of the fact that there are rules about how that technology and
information can be used.
Some jurisdictions (such as the European Union) have laws that are stricter than those that apply in the
United States. If medical information, social security numbers or credit card information is involved, the
rules can be even more complicated. HIPAA regulations, for example, can affect how you collect, use,
store, and transmit health information, even if you are not a health care provider. Many people don't think
about export control issues in the domestic context, because fitness trackers and smart phones are so
common that they don't seem terribly important from a national security standpoint. They should.
While many U.S. export controls focus on physical goods, like aircraft carriers, guided missiles and biological
weapons, some export control rules also control encryption and communication technology and information.
For example, if it is illegal to export parts for a nuclear submarine (it is), it is also illegal to export blueprints,
diagrams or specifications about those parts. Under the export laws administered by the U.S. Department
of Commerce and the U.S. Department of State, an "export" can include disclosing controlled information to
a non-U.S. person even while that foreign person is in the United States. In other words, you can't export a
missile without permission, you can't export parts for that missile, you can't export the specifications for that
missile, and you can't show a foreigner how to make a missile while they are visiting the United States.
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This means that if the new TV in your office’s conference room has a camera for video conferencing, you
need to make sure that you don't have a whiteboard in the background that shows controlled information on
it during an international video conference. It also means that if someone emails you a controlled diagram
and you have that email on your tablet with you when you travel, you should be careful about who sees it.
In addition, any device that encrypts the information it is communicating may help you keep it private, but
the encryption technology itself — whether it is used for banking, military, or just personal privacy purposes
— may be subject to export control regulations. If you have never read the license agreement when you
upgraded your computer or smartphone software, you might be surprised to learn that by accepting it, you
have agreed to use it only in accordance with applicable export controls.
In most cases, buying a consumer product at a big-box store for use by Americans in the U.S. is not very
risky (from an export control standpoint). If the product gathers or communicates confidential information,
however, or if you are going to take it or send it overseas, you may be involved in a regulated activity that
requires a license, even if that information is being used for benign purposes. As a consumer, a good plan
to start is by reading the license agreement before you click "I accept."
As a manufacturer or supplier of smart goods or information-gathering services, you need to learn what
the rules are to avoid regulatory problems (and/or bad press) if information your products gather is used in
a way that the customer wasn't aware or didn't intend. As one example, to ensure that sensitive data does
not fall into the wrong hands, the Department of Commerce’s Bureau of Industry and Security administers
the Export Administration Regulations ("EAR"), which closely regulates the international transfer of not
only commercial and dual-use goods, but also the technologies that protect the information associated
with these goods. The EAR includes a Commerce Control List that identifies the various types of EARcontrolled items, including encryption technology. Businesses that are based in the U.S. and plan to export
encryption products must evaluate whether the EAR requires them to first file an encryption registration,
commodity classification request, or a self-classification report with the Department of Commerce. The
consequences for businesses that fail to comply with EAR requirements can be steep, and the Department
of Commerce can assess criminal or civil monetary penalties against violators.
CONCLUSION
The Internet of Things ("IoT") phenomenon is revolutionizing the way consumers and businesses use,
exchange and think about data. Both consumers and businesses must be cautious of the regulatory
complexities that may restrict or prohibit seemingly innocuous transfers of information or exports of
products. Businesses seeking to capitalize on the IoT to send information or smart technologies abroad
must be especially mindful of their obligations under applicable U.S. export controls laws and regulations.
In short, if you are in the business of making, distributing, or installing products that gather and communicate
information, you need to add export controls--along with privacy and security concerns--to your worry list.
For more information on the IoT, contact Dale Stackhouse, Dustin DuBois, or a member of our Internet
of Things Industry Group.

20

21

STEPHEN E. REYNOLDS
Partner, Ice Miller LLP
317.236.2391

stephen.reynolds@icemiller.com

22

JOHN P. GILLIGAN
Partner, Ice Miller LLP
614.462.2221

john.gilligan@icemiller.com

HOW TO PROTECT

YOUR COMPANY’S TRADE SECRETS IN THE INDUSTRIAL IoT

By Stephen Reynolds, Partner, and John Gilligan, Partner, Ice Miller LLP

While the rapid emergence of the Internet of Things ("IoT") has been well publicized in the area of consumer
products, less attention has been given to one of the IoT’s largest areas of growth—devices designed for
businesses. These interconnected business devices, sometimes referred to as the "Industrial Internet of
Things," are revolutionizing the way businesses collect and use data. With all the promise of these new
technologies come new risks to businesses—particularly in the area of protecting valuable trade secrets.
This article provides an overview of the Industrial Internet of Things, demonstrates how trade secrets can
be put at risk by the IoT, and provides practical guidance on how a business can protect trade secrets in
this new industrial age of the IoT.
WHAT IS THE INDUSTRIAL INTERNET OF THINGS?
Although consumer-facing devices—like wearable computers, personal health trackers, connected home
security systems—have received the bulk of the IoT hype, industry experts contend that "the vast majority
of new uses of devices are by enterprises, not consumers."[1] Indeed, in its 55-page Staff Report on
the IoT, the Federal Trade Commission devoted only a couple of sentences to the industrial use of the
IoT, recognizing that the IoT "can include the type of Radio Frequency Identification (‘RFID’) tags that
businesses place on products in stores to monitor inventory; sensor networks to monitor electricity use in
hotels, and Internet-connected jet engines and drills on oil rigs."[2]
As applied to business-to-business devices, the IoT has been called "the next Industrial Revolution."[3] The
goal is for the interconnectivity of smart devices to enable businesses to improve efficiency and increase
profitability. The future of the Industrial Internet of Things is bright. According to a recent report, companies
including General Electric, Ford Motor Company, and Michelin are already finding opportunities through
the Industrial Internet of Things.[4] For example, one leading software manufacturer offers an Industrial
Internet of Things platform that provides industrial analytics to help businesses avoid equipment downtime,
optimize profits, and manage risks.[5] Similarly, connected construction equipment is being used to reduce
fleet operating costs and even reduce insurance premiums due to theft prevention.[6]
HOW DOES THE INTERNET OF THINGS PUT TRADE SECRETS AT RISK?
In a recent study at the University of California, Irvine, researchers were able to reverse engineer a 3D
printed object just by listening to the sounds emitted by the 3D printer.[7] While this does not necessarily
implicate the IoT, this anecdote illustrates that with new technologies come new ways to steal intellectual
property. Among intellectual property theft, trade secret theft is a large concern. One study estimates
that economic loss attributable to trade secret theft is between 1% to 3% of U.S. Gross Domestic Product,
representing hundreds of billions of dollars.[8] Moreover, several of the technologies most at risk for
trade secret theft—information and communications technology, advanced materials and manufacturing,
medical devices and pharmaceutical technology, and agricultural technology—are developed by the same
companies leading the push into the Industrial Internet of Things. Reports of actual incidents of trade
secret theft from U.S. companies have confirmed these fears.[9]
Inherent in the IoT is the need to share information across connected devices, and such sharing of data
between parties inevitably poses security challenges. For example, to meet certain regulatory requirements,
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the pharmaceutical, beverage, and construction industries will need to implement innovative methods for
electronically transferring information to customers and suppliers, which naturally raises cybersecurity
concerns.[10] Similarly, data is frequently collected by business vendors to help optimize companies’
manufacturing processes. This acutely puts the data being shared—which may constitute valuable trade
secrets—at risk.
Significantly, recent lawsuits involving trade secrets demonstrate the dangers of sharing trade secrets
between businesses. For example, in a recent federal court case, an industrial design firm entered into a
partnership with a manufacturing company to evaluate a potential business relationship to develop metal
cases for electronic tablets, such as iPads.[11] The companies did business together for a period of time
but eventually the manufacturing company ended the relationship and developed its own metal cases. The
industrial design firm sued the manufacturer for trade secret misappropriation, fraud, breach of fiduciary
duty, and breach of contract. The district court dismissed all four claims and the Seventh Circuit affirmed,
finding that under Illinois law it would only enforce the parties’ non-disclosure agreement if the plaintiff
"took reasonable steps to keep its proprietary information confidential," which it found lacking. Although
ultimately unsuccessful, in another federal case, the defendant argued that a plaintiff could not pursue a
claim for trade secret misappropriation because the plaintiff did not limit access to the proprietary data—
specifically alleging as a basis that the plaintiff gave a third party root access to one of its servers.[12]
Another recent federal court case illustrates how the IoT and its constant flow of data can undermine
trade secret protection. In Allied Portables, LLC v. Youmans, No. 2:15-CV-294-FTM-38CM, 2015 WL
6813669, at *6 (M.D. Fla. Nov. 6, 2015), the district court found that information allegedly taken by the
defendants—pricing information, customer lists, sales routes, and a business plan—constituted a trade
secret. However, the court declined to issue a preliminary injunction, finding no irreparable harm because
the alleged confidential information was over a year old and the nature of the plaintiff’s business changed
over time. With the real-time collection of data utilized by the IoT, it is not difficult to imagine a defendant
arguing that the data it collected just months ago is now stale and not entitled to heightened protection as
a trade secret.
HOW TO PROTECT TRADE SECRETS FLOWING THROUGH THE INTERNET OF THINGS?
As illustrated by the cases referenced above, relying on contractual agreements between parties may not
be enough to protect information a company considers as trade secrets. Rather, as with data security, the
best approach is defense in depth, with multiple layers of protections for trade secrets. Below are some
practical steps companies can take to protect trade secrets in the new age of the IoT.
CONTRACTUAL OBLIGATIONS
Imposing confidentiality obligations in contracts with parties who receive access to trade secrets is a good
initial step. These contracts should be carefully drafted with the needs of the business and maintaining
a balance between sharing information and the desire to keep the information protected in mind. Special
attention should be paid to the applicable state law governing trade secrets and the manner in which
information is designated as confidential.
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DATA CLASSIFICATION
Related to and perhaps necessary for imposing contractual obligations on others, companies would be
prudent to have a comprehensive data classification system in place. For example, information could
be classified as "highly confidential," "protected," or "public." The obligations of third parties handling the
information could vary depending on the classification of the data the third party obtains.
SECURITY CONTROLS
To obtain legal recognition of a trade secret under either the Uniform Trade Secrets Act[13] (adopted in
most states) and the new Federal Defend Trade Secrets Act,[14] the owner must take reasonable steps to
keep the information secret. This would include steps designed to prevent both outside threats and threats
posed by company insiders. For example, businesses should consider the following:

| Implementing "need-to-know," role-based access controls;
| D
 ata classification and data location marking (e.g., "confidentiality" labels);
| E
 mployee handbook protections;
| N
 on-disclosure agreements for contractors;
| M
 onitoring and logging access to confidential information;
| P
 roper data disposal;
| E
 xit interviews to verify return/destruction of confidential information handled by
employees; and

| L
 egally pursuing parties responsible for misappropriation when trade secret theft occurs.

Although not meant as a comprehensive guide for businesses, the Federal Bureau of Investigation (FBI)
has produced a Checklist for Reporting an Economic Espionage of Trade Secrets Offense, which has some
specific questions that provide a good starting point for businesses to consider when evaluating security
controls.[15] For example, the checklist asks questions about physical security precautions, document
controls, and computer-stored trade secrets, such as the following:
Does the company require sign in/out procedures for access to and return of trade secret materials?
Are employees required to wear identification badges?
How many employees have access to the trade secret?
Was access to the trade secret limited to a "need to know" basis?
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Has the company established and distributed written confidentiality policies to all employees?
Does the company have a written security policy?

(a) How are employees advised of the security policy?
(b) Are employees required to sign a written acknowledgment of the security policy?
	(c) Identify the person most knowledgeable about matters relating to the security policy, including
title and contact information.
If the company stores the trade secret on a computer network, is the network protected by a
firewall?
Is remote access permitted into the computer network?
Is the trade secret maintained on a separate computer server?
Does the company prohibit employees from bringing outside computer programs or storage media
to the premises?
Does the company maintain electronic access records such as computer logs?
CONCLUSION
The business-to-business application of the IoT presents new and exciting opportunities to improve
efficiencies and generate revenue across industries. As the use of these technologies expands, the
need to legally protect trade secrets is an important consideration that should be taken into account when
contracting with other parties, classifying data, and implementing security controls.
For more information on the IoT, contact Stephen Reynolds, John Gilligan or a member of our Internet
of Things Industry Group.
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INTERNET OF THINGS?

DON’T FORGET YOUR EMPLOYEES

By William Barath, Partner, Ice Miller LLP

The expansion of the Internet of Things ("IoT") continues to accelerate. WiFi connected home security
systems, smart cars, and personal health monitoring devices are here to stay. Not surprisingly, such rapid
expansion can result in IoT suppliers and users overlooking the security vulnerability of their devices.
Numerous articles are being published addressing legal and technological issues related to the IoT.
However, for those running real businesses, either in the IoT space or in any way related to the IoT, basic
legal principles remain imperative.
An example of a traditional legal area intersecting with the IoT is employment law. The areas of privacy
and security are critically important in considering risk management in the IoT context. Employees play a
vital role in both privacy and security considerations. Those issues relate to an employer both managing
potential risk to third parties arising from the conduct of its employees, while also protecting the interests of
those employees. In other words, an employer needs to protect its employees’ privacy/security interests,
while also protecting against those same employees contributing to data or security breaches affecting
others.
The first concern for an employer is to minimize the risk of a data breach resulting from the actions of
careless or rogue employees. Minimizing this "insider risk" posed by a business’s own employees is often
the first line of defense. Although data security is often viewed as an IT issue, it is also an employment
issue for any business that wants to minimize potential liability. The Federal Trade Commission ("FTC")
issued a Staff Report in January 2015 addressing privacy and security issues in a world of IoT. In that
report, the FTC addressed security issues related to the IoT and stated:

As part of the security by design process, companies should consider: (1) conducting
a privacy or security risk assessment; (2) minimizing the data they collect and retain;
and (3) testing their security measures before launching their products. Second,
with respect to personnel practices, companies should train all employees about
good security, and ensure that security issues are addressed at the appropriate level
of responsibility within the organization.

The FTC, a federal agency clearly interested in the IoT, recognizes the key role of personnel practices
and training in ensuring data security. It has been estimated that more than half of data breaches are not
related to third-party hackers, but instead result from such "insider risk" arising from employees or former
employees. Fortunately, there are steps that an employer can take to both minimize the risk of liability and
mitigate any potential impact of a breach. For companies who process or store IoT data, such employers
should only store necessary records and information for the correct period of time and in their proper
format. A business is in a better position in any litigation or government investigation if it can show that it
took reasonable steps to protect confidential data within its possession. In that regard, most states already
impose data breach obligations on companies, and some jurisdictions even require a written information
security program ("WISP") outlining what they have done to protect confidential data. This process involves
using specific policies and employment agreements related to the storage and dissemination of IoT and
other electronic data, as well as training of supervisors and other individuals with data access.
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Employee training can include any or all of the following:

| Train employees with data access on the overall importance of data security to create
a culture of security;

| Implement policies on what data is retained, how long it is retained, and how it is
stored and protected;

| A
 dopt policies addressing employee utilization of laptop computers and other mobile
devices, including bring-your-own-device policies;

| D
 evelop policies requiring return of all mobile devices and information from employees
upon termination;

| Develop a policy on employees utilizing public Wi-Fi while outside of the office;
| T
 est employee compliance with policies and impose training and discipline as
necessary;

| D
 evelop checklists and procedures to block computer system access for any
terminated employee;

| D
 evelop programs to monitor employee compliance with security, including potential
internal attacks to determine employee vulnerability; and

| Develop appropriate password and encryption policies with assistance from IT.

Some of the world’s most sophisticated companies have been the victims of data breaches. The same
threats and solutions apply to IoT data. These are just some of the types of policies and training that an
employer who deals with IoT data should consider for its employees.
Taking steps to minimize exposure from breaches caused by employees is just part of an employer’s IoT
considerations. Employers also face an obligation to protect the sensitive information of those same
employees. Employers are accustomed to maintaining separate medical files on employees to comply
with the Americans with Disabilities Act ("ADA") and also take steps to prevent dissemination of employee
Social Security numbers and other confidential information. The expansion of the IoT, however, adds a
significant layer to the obligation to protect sensitive employee information.
For most employers, the existence of IoT-related employee data can arise from employee wellness programs
and the use of fitness wearables such as Fitbit. By the end of 2015, nearly 33 million wearable fitness devices
were owned in the U.S. market, according to The NPD Group. Worldwide shipments of wearable devices are
expected to reach 110 million worldwide by the end of 2016, according to the International Data Corporation.
Many employers are incorporating the use of such fitness wearables as part of an overall corporate wellness
program. Such programs are designed to further the employer’s interests in maintaining a healthy workforce,
with the benefits of lower healthcare costs and increased employee productivity. However, the inclusion of
wearables and employer monitoring or access to monitoring information can create numerous employer pitfalls.

30

Wellness programs often use health assessments and biometric screenings to determine an employee’s
risk factors, such as body weight, cholesterol, blood glucose and blood pressure levels. Some programs
offer financial and other incentives for employees who participate or achieve certain health outcomes. The
U.S. Equal Employment Opportunity Commission has provided guidelines on the application of the ADA to
employer wellness programs. The EEOC generally cautions that if a wellness program seeks information
about employee health or medical examinations, the program must promote health and prevent disease.
Additionally, employees cannot be required to participate in a wellness program, and may not be denied
health care coverage or be disciplined if they refuse to participate. Additional requirements are imposed
on wellness programs by the Health Insurance Portability and Accountability Act ("HIPAA") and the Patient
Protection and Affordable Care Act.
While operating such programs, an employer may either obtain or have at least some access to health
data from its employees. Although HIPAA would not generally apply to employers unless acting as a
healthcare provider or insurer, employers can still have obligations to protect the medical privacy rights
of its employees under state law or HIPAA derivative actions. The EEOC also imposes confidentiality
requirements on disclosed medical information.
Consider a hypothetical scenario in which an employer obtains information from a fitness wearable
concerning two separate employees’ respective levels of activities, heart rates, sleeping patterns, and
similar data. Imagine the issues that could arise if that employer utilizes that information in determining
a promotion decision between the two employees. Is it legal or otherwise appropriate to consider that
one employee sleeps late on Saturday mornings and basically lays on a couch all weekend, while the
other employee gets up early and goes for an extended bicycle ride each morning? There may not be
easy answers to such questions, and even then answers could vary by jurisdiction. What we can assess,
however, is that employer liability for failing to protect IoT data from employees’ fitness wearables could
trigger exposure under several different theories.
AMERICANS WITH DISABILITIES ACT
The ADA prohibits an employer from discriminating against an employee based upon an actual disability,
history of disability or a perceived disability. As an employer expands access to information about an
employee’s health, fitness and lifestyle activities, it is not difficult to predict a disgruntled employee claiming
that she was "perceived" as having a disability based upon sleep patterns, monitored pulse rates or blood
pressure readings. Even if those factors do not indicate an actual disability, an employer could be held to
have "perceived" the employee as having been disabled, and discrimination could be illegal under the ADA.
GENETIC INFORMATION NONDISCRIMINATION ACT ("GINA")
The federal GINA protects employers from discriminating against employees based upon hereditary
factors or other genetic information in any aspect of employment. GINA also restricts employers and other
entities from requesting, requiring, or purchasing genetic information, and strictly limits the disclosure of
genetic information. This includes information about an individual’s genetic tests and tests of an individual’s
family members, as well as information about a disease or disorder in an individual’s family members.
Importantly, GINA does provide narrow exceptions to the prohibition against an employer obtaining an
employee’s genetic information. A pertinent exception provides that genetic information and family medical
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history may be obtained as part of a health program including voluntary wellness programs offered by an
employer. Such information could be included as part of the information collected by a wellness program,
as any sort of blood test to determine, for example, cholesterol levels, could also indicate similar genetic
information. An employer could violate the law if it discriminated against an employee based upon that
information.
HIPAA/PRIVACY LAWS
HIPAA does not normally apply to employers unless they are acting in the capacity of a healthcare provider,
health insurer, or business associate of a HIPAA-covered entity. However, common law actions based
upon general HIPAA or privacy standards seem to be increasing across the United States. An employer
could face exposure for a privacy breach to the extent it has such confidential IoT data about an employee
and fails to take appropriate steps to protect that information.
FEDERAL TRADE COMMISSION
Although the FTC is not technically authorized to regulate data from fitness monitors and similar apps,
the FTC is certainly active in the IoT space and should be expected to continue its attempt to expand its
protection against unfair consumer practices.
Fortunately, there are basic steps available to employers to help avoid these exposures. Similar to dealing
with insider risk issues, employers who collect or obtain IoT data on employees through wellness or other
programs should consider steps to protect the security of that information. These steps can include:

|Ensure that the provider or administrator of a wellness program and any related fitness
wearables or apps have their own data security processes to protect your employees.

|Only seek, obtain and retain information necessary for the wellness program and related
monitoring/incentive programs. Avoid getting too much information and limit yourself to
actual necessary information for the program.

|Avoid the collection of personal non-health information unrelated to the wellness program
objectives.

|Create policies to ensure that employees participating in a wellness program are informed

of any privacy expectation they might have or the scope of information that may be
monitored by the employer. Make sure that an employee’s participation is voluntary and
that supervisors do not coerce participation.

|Implement policies and training for supervisors and HR personnel to ensure that no fitness
wearable data or other health data is maintained in an employee’s personnel file or otherwise
considered as part of the employment promotion/demotion or hiring process.
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The IoT creates wonderful opportunities for society and even for employers in having a more efficient,
productive and healthy workforce. However, prudent businesses will take the necessary steps to not only
protect themselves against data breaches caused by employees, but will also take steps to ensure that to
the extent an employer obtains employee health data, appropriate steps are taken to protect the privacy
and proper use of that information.
For more information on the IoT, contact William Barath or a member of our Internet of Things Industry
Group.
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ASK AND INFORM:

AN APPROACH TO NOTICE AND CHOICE IN THE INTERNET OF THINGS

By George Gasper, Partner, and Sid Bose, Attorney, Ice Miller LLP

From cellphones and computers, to refrigerators and televisions, to vacuum cleaners and dishwashers,
everyday devices of consumers' lives are increasingly connected to the Internet (and to each other). While
connected devices like fitness trackers and smart home devices have incredible benefits, they also raise
significant privacy concerns. The expansive (and ever expanding) network of interconnected devices has
also proliferated data collection. Devices now sense, measure, collect, analyze, and transmit voluminous
amounts of data. Each bit of data, either individually or when combined together with other data, has the
potential to reveal personal or sensitive information about consumers. In essence, companies can now
gain (and potentially share) digital insight into otherwise private activities.
WHY IS NOTICE AND CHOICE IMPORTANT?
The continued growth of interconnected devices has led to increasing concerns about consumer privacy
and whether consumers are actually aware of the data collection around them. To that end, the Federal
Trade Commission (FTC), advocates the fundamental privacy principle of "notice and choice." That is,
companies must inform consumers how they plan to use and share their data, and give consumers choices
about the use and sharing. The FTC believes that "providing notice and choice remains important, as
potential privacy and security risks may be heightened due to the pervasiveness of data collection inherent
in the IoT." This is particularly so when sensitive data is collected.
WHAT DOES NOTICE AND CHOICE ENTAIL?
Effective notice should contain relevant information that draws the consumer's attention. This can include:

(i) who the consumer is doing business with;
(ii) what information will the consumer be sharing, with whom, and for what purpose;
(iii) whether the consumer receives any benefit from the information sharing;
(iv) what other parties are doing with the shared information and why;
(v) what options does the consumer have if he/she changes his/her mind; and
(vi) whether the consumer has any control over the deletion or removal of the information.

WHEN TO PROVIDE NOTICE AND CHOICE?
The FTC has stated companies must provide "consumers with the ability to make informed choices,"
but also acknowledges that "companies should not be compelled to provide choice before collecting and
using consumer data for practices that are consistent with the context of a transaction or the company's
relationship with the consumer." The FTC uses an example of an oven that is interconnected to allow
a consumer to merely set baking temperatures using his/her cell phone. This is more consistent with a
consumer's expectation, than an oven that also transmits oven usage statistics to marketing companies
who may use that data (for example, to sell recipes to the consumer).
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The operation of the oven in the former scenario is generally consistent with consumers' reasonable
expectations and does not necessarily require prior disclosure. Generally speaking, notice and choice
is prudent when companies are collecting, using and sharing data in manner that is inconsistent with
consumers' reasonable expectations.
HOW AND WHERE TO PROVIDE NOTICE AND CHOICE?
The FTC states that "privacy choices [must be] clear and prominent, and not buried within lengthy documents."
Lengthy privacy policies and terms of use have traditionally been presented to consumers who could view
such information on computer screens and mobile devices. However, providing notice and choice can be
more difficult with Internet of Things ("IoT") devices, which may not be as practically conducive to such
traditional methods. Some devices, for example, lack a screen to support viewing lengthy privacy policies
and terms of use. Furthermore, the government contends that rarely do "[consumers] actually read these
[privacy policies and terms of use] and understand their implications before [indicating] their consent."
In other situations, the fluidity, and interoperable nature of IoT devices precludes adequately notifying
consumers of every aspect of data collection and use that occurs.
In order to overcome the technical and practical limitations of IoT devices, companies must consider new
techniques and methods to convey notice and choice information to consumers. Recently, researchers
from Carnegie Mellon University, the RAND Corporation and Google proposed an approach to deploying
notices that takes into consideration various elements.

(i) The Timing of Notice and Choice:
Timing dictates when a consumer receives a privacy notice, and has been "shown to have a significant
impact on the effectiveness of notices." Providing notice and choice at a time far removed from when
the information is collected or used may not be effective. Timing choices include: at the time of initial set
up; periodic notices where consumers are constantly apprised of notice and choice; persistent notices;
context-dependent notices, "just-in-time" notices, or "on-demand" notices.
'At setup' notices occur when a system is used for the first time. For example, when a consumer installs
software for the first time, or when a consumer receives a privacy notice when first checking into a doctor's
office.
'Just in time' notices can be used when a particular practice is activated. For example, a map application
on a mobile phone can present a notice to the user whenever the location tracking capabilities of the phone
is activated.
'Context-dependent' notices can be used based on a consumer's or a system's relevant context. For
example, a change in a consumer's location, or a change in the operation of a system, can trigger a
'context-dependent' notice.
'Periodic' notices are presented every time a practice occurs. For example, a mobile phone can trigger
periodic notices for the duration of when its location tracking capabilities are enabled. A problem with
periodic notices is that they can lead to "notice fatigue and habituation."
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'Persistent' notices are where a user is continuously informed of a practice, and usually in a non-intrusive
manner. For example, Android and iOS display a small icon in the status bar whenever an application
accesses the consumer's location; and if the icon is not shown, the consumer's location is not being
accessed.
Lastly, 'on demand' notices are used to accommodate consumers' active requests for privacy information.
Traditional privacy policies and terms of use on websites and apps can be considered 'on demand.' A
consumer can request to see such documents when desired.

(ii) The Channel of Providing Notice and Choice:
How the notice is delivered depends on its channel. A system may leverage primary, secondary, and public
channels to provide notices.
A privacy notice that is provided on the same platform or device a user interacts with is a primary channel,
while a secondary channel leverages out- of-band communications. For example, wearables, smart home
appliances, and IoT devices with very small or no displays make it difficult to display notices in an informative
way. Out-of-band communications, like text messages or emails, can serve as secondary channels to
overcome primary channel limitations.
Finally, public channels can be leveraged to provide notice (and potentially choices), in cases where
systems are not aware of the identity of the consumer. While primary and secondary channels target
specific users, public channels can serve mass notice — the way warning signs in public places inform
about video surveillance.

(iii) The Modality of Providing Notice and Choice:
Modality refers to what interaction techniques are used to provide notice and choice. Selecting techniques
like visual, auditory, haptic, or even machine code (e.g. software), depends on what the specific notice
strives to achieve, the user's likely attention level, and the system's opportunities and constraints.
For example, a visual icon on a mobile phone is better indicative of an application tracking the consumer's
GPS location, than a haptic feedback for the same purpose. However, on IoT devices without a screen, a
haptic (or even an auditory) notice will be better suited to informing the consumer.
Companies also should be aware of, and account for consumer with disabilities. Accessibility issues due
to physical or visual impairments need to be considered in notice design. Thus, it is "important to evaluate
the saliency of different modalities used in notice design."
Machine code modality refers to the exchange of information between systems to enforce, or indicate
a privacy preference. For example, web browsers can transmit Do Not Track (DNT) requests to a web
application and request the web application to disable its tracking of the consumer. Here, the web
application is configured to receive the consumer's privacy preference via a machine code exchange.
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(iv) The Control the User has:
Whenever possible, privacy notices should not only provide information about data practices but also
include privacy choices or control options. In contrast to traditional opt-in (i.e., the user must explicitly
agree to a data practice), or opt- out (i.e., the user may advise the system provider to stop a specific practice)
preferences, modern approaches advocate for a blend of opt-in and opt-out. Here, users can control the
purposes for which collected information can be used, "specify recipients of information sharing, or vary
the granularity of information collected or shared." For example, some social media platforms allow a
consumer to decide how much of their information gets shared, and to whom.
Controls can then "be directly integrated into the notice, in which case they may be blocking or nonblocking,
or they can be decoupled to be used on demand by users." A blocking notice, for example, precludes a
consumer from performing any other activities on the mobile device before addressing the notice message.
Conversely, a non-blocking notice allows a consumer to continue operating the mobile device, without
being inhibited by the notice.
Starting with these fundamentals, companies can adopt various techniques to provide effective notice and
choice to consumers. Companies should strive to properly inform its consumers about data collection,
use, and sharing, and what the consumers' rights are. The IoT poses new challenges for the design of
privacy notices and controls, and it is up to companies to adopt a consumer centric approach that provides
consumers the necessary information to make informed decisions.
For more information on the IoT, contact George Gasper, Sid Bose, or a member of our Internet of
Things Industry Group.
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SMART MARKETING:

HOW TO AVOID TCPA VIOLATIONS WHEN MARKETING TO EXISTING USERS

By Isaac Colunga, Partner, Ice Miller LLP

In many ways, it is becoming easier and easier to violate the Telephone Consumer Protection Act
("TCPA"). Congress passed the TCPA in 1991 with the simple goal of stopping automated phone calls
that consumers did not consent to receive. And as technology morphed and changed over the years, the
Federal Communications Commission interpreted the statute so that the restrictions on automated phone
calls extended to text messages as well. This interpretation, of course, has made it much more difficult for
businesses to comply with the TCPA, seeing that consumers exchange text messages with businesses all
the time. Consider the scenario where a shopper walks into a store and sees a sign offering a store coupon
if the shopper sends a text message to a listed number. Every day, shoppers respond to these offers and
instantly receive text messages containing store coupons. These consumer-prompted coupons may not
violate the TCPA, but they are a good example of how consumers and businesses are communicating more
and more by text message. The list of examples goes on and on, and even still a new area has emerged
by which companies are communicating with consumers by text message or otherwise and sharing data
about those consumers’ personal lives and homes. This is possible through Internet of Things (IoT).
THE IoT AND SMART HOMES
The IoT has been defined as an “interconnected environment where all manner of objects have a digital
presence and the ability to communicate with other objects and people.” With the IoT, the possibilities
for using a variety of interconnected devices and objects — ranging from appliances to HVAC systems to
vehicles to energy grids — to enhance your daily life and increase efficiencies are endless.
One interconnected feature of our lives, which many of us are aware of or already use, is the “smart
home.” A smart home generally involves a collection of devices and appliances that synchronize over a
network and automatically share information with each other about the user’s activities and preferences.
Home automation technologies are developing at a rapid pace, and consumers can now choose from
myriad products to build their smart homes. For instance, consumers can install smart home systems that
allow them to use their cell phones or tablets to remotely control the temperature and lighting within their
residences, turn on appliances, unlock doors, and monitor the security of their homes. As technology
evolves, home automation devices will grow more “intelligent,” relying less frequently on overt user
commands to function — a thermostat will sense your presence when you walk into a room, for example,
and automatically adjust to your preferred temperature.
THE TCPA IMPLICATIONS OF SMART HOME TECHNOLOGIES
The expansion of home automation technologies is inevitably fraught with both practical and legal concerns
surrounding the collection, use, and security of smart home data. To achieve compliance with the TCPA
in particular, smart home technology vendors must be careful to use consumers’ cell phone information to
communicate with them only in a manner that is consistent with the consumers’ consent. The exchange of
text messages between smart home vendors and consumers is central to the functionality of many home
automation systems, but it can be tricky in light of the TCPA. Smart home security systems serve as a prime
example. A critical feature of an automated home security system is the ability to detect possible intruders,
perhaps by identifying a door or a window that is opened while the homeowner is out of the house. Then,
after sensing that a door or window is open, the security system will send an alert to the homeowner’s cell
phone via text message. The text message alert may even provide options to trigger an alarm or notify law
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enforcement of an emergency. This is a really useful feature, to be sure, but providers must consider the
consent that the TCPA requires when sending these messages, especially if the providers intend to place
in the text messages low-key advertisements or other marketing materials.
The FCC rules implementing the TCPA, as applied to text messages, differ depending on whether the text
message contains a noncommercial message or the text message was sent for marketing purposes. If
the text message is purely informational, then to show that the consumer has consented, the FCC requires
only “express consent,” which is generally obtained when the person receiving the text message willingly
provides his or her cell phone number to the sender. The requirement differs, however, if the text message
contains marketing or advertising. If it does, then the FCC would expect the provider to have met the more
stringent prerequisite of obtaining “prior express written consent.”
In the context of smart homes, many consumers who wish to receive purely informational text messages
from smart home vendors, such as alerts of suspicious activity in or around their homes, will voluntarily
provide their cell phone numbers to the vendors. In such cases, smart home vendors can presume that their
customers have expressly consented to receiving informational text messages from them. Nevertheless,
to avoid liability under the TCPA, smart home vendors must ensure that they craft text message alerts
that are entirely noncommercial and do not, in any way, contain information that may be construed as
“advertisements” or “marketing” for their services or products.
On the other hand, if smart home vendors elect to send marketing communications to their customers’
cell phones via text message — whether the marketing communications are embedded within their
informational text message alerts or comprise standalone text messages — they must be willing to obtain
their customers’ “prior express written consent.” A vendor may obtain prior express written consent
electronically through a website form submission or an opt-in text message. But the vendor must critically
review the consent language and ensure the consumer knows what he or she is agreeing to receive. Smart
home vendors must remember that under the TCPA, a consumer's willingness to receive informational text
message alerts has no bearing on whether he or she has consented to receiving marketing text messages.
CONCLUSION
The IoT revolution presents exciting opportunities for companies to develop new technologies that rely on
network interconnectivity to create the “smart home” and engage with consumers. As smart home vendors
continue to use text messaging to send alerts to their customers’ cell phones, they should be mindful that
their communication practices will be scrutinized for compliance with the TCPA. Vendors of smart home
technologies are encouraged to consult legal counsel to determine whether their practices are consistent
with the TCPA.
For more information on the IoT, contact Isaac Colunga, or a member of our Internet of Things Industry
Group.
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INSURANCE COVERAGE

FOR THE INTERNET OF (DEFECTIVE) THINGS

By Nicholas Reuhs, Partner, Ice Miller LLP

Over the past decade, a series of high-profile security events brought considerable attention to how our
business and personal information is collected, stored, and protected. Companies and organizations
have responded to public sentiment and government pressure by fundamentally changing the way that
confidential information is handled. Attorneys, regulators, and lawmakers have responded by creating and
crystalizing a whole new category of liabilities: data breach response and privacy liability.
At the same time, an increasingly interconnected world has led to a tidal wave of "cybercrime." This new
business risk runs the gamut from ransomware and cyber-extortion to funds transfer fraud and cybervandalism.
As privacy liability and cybercrime caught the attention of business owners and boardrooms, the insurance
industry responded with gusto. Seemingly overnight, insurers realized that current policies were illprepared to respond to these risks and cyber-insurance grew from a niche product to a multi-billion-dollar
industry. Insurers and insurance brokers developed new expertise. Policyholders walked, then ran, into
the cyber-insurance market.
The Internet of Things ("IoT") appears to represent the next wave of new liabilities: a car being remotely
controlled by hackers, medical devices being used as access points for theft of medical records, baby
monitors being used as spying devices, a software update pushing bad code that disables a fire sprinkler
system, and TVs being rendered useless by trojanware. While manufacturers have been less concerned
than other sectors with cyber-liability, many are very concerned with IoT liabilities. Thus, some have
wondered (often aloud) why the insurance industry has yet to respond with "IoT insurance." The answer is
simple: most businesses and organizations already have some level of IoT insurance and gaps are being
filled by language and endorsements, not new policy lines. However, CGL coverage is a far from clear
answer to CGL liabilities.
As a general matter, standard Commercial General Liability ("CGL") policies should respond to a defective
IoT product in the same way that it responds to any other defective product. The primary questions will
remain the same: Was there an "occurrence"? Is the damage limited to "your product" or an "impaired
product"? The nuances in analyzing these questions (whether in policy procurement or during the claims
process) should mirror the analysis in the non-IoT world. Still, exclusions for "your property" and "impaired
property" severely limit the availability of coverage when a product is used as a component in a larger
product and that larger product is subsequently damaged. This scenario seems to be of particular concern
in the IoT world. However, this gap can often be filled through the use of a carefully overlapping Technology
Errors & Omissions ("Tech E&O") policy. Unlike CGL policies, language in Tech E&O policies can vary
greatly. Thus, using a Tech E&O policy to provide coverage for an IoT component requires a nuanced
review of covered conduct and contract exclusions. In other words, using a Tech E&O policy to provide
coverage for an IoT component requires careful policy review. But, ultimately, Tech E&O policies may
be able to provide coverage for your component potentially bricking or disabling your customer’s larger
product.
Other gaps are less clearly resolvable. For instance, there is a standard post-2004 CGL exclusion
precluding coverage for "[d]amages arising out of the loss of, loss of use of, damage to, corruption of,
inability to access, or inability to manipulate electronic data." One could see how "inability to manipulate
electronic data" (say a malfunctioning IoT-connected GPS or a failure to deliver accurate IoT connected
medical information) could cause serious physical injury. The most current form of the standard CGL policy
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notes that "this exclusion does not apply to liability for damages because of ‘bodily injury.’" However, the
exception can be removed by endorsement. Moreover, coverage for "property damage" (as opposed to
just "bodily injury") arising from the same scenario is curiously unresolved.
Another potentially problematic provision is the standard CGL exclusion precluding coverage for
"Products-Completed Operations Hazard" liabilities arising from "[w]ork that has not yet been completed
or abandoned." This has raised some concern about whether a product receiving required IoT updates is
ever "completed." While there is no guarantee that an insurer will not seize on this language, this exclusion
does focus on the "completed operations" or "work" side of the "Products-Completed Operations Hazard"
coverage rather than the "products liability" side. Moreover, the exclusion itself notes that "[w]ork that may
need service, maintenance, correction, repair or replacement, but which is otherwise complete, will be
treated as completed."
Finally, since 2014, nearly all CGL policies have also excluded coverage for non-physical loss arising from
data breaches (whether from an IoT device or not). That dynamic is not set to change anytime soon. Of
course, however, the new world of cyber-insurance is eager to fill that gap. The lack of uniformity among
cyber-insurance policies always dictates careful policy review. However, while older cyber-insurance
policies were concerned about the nature of the breach and the location of the data, newer forms purport to
provide coverage for nearly all data breach and privacy liabilities for which the insured is legally responsible
(subject, of course, to varying contractual exclusions). Thus, careful policy procurement should allow
cyber-insurance to seamlessly dovetail with IoT liabilities. Still, most policies will not answer for claims
alleging the improper collection of confidential information.
Ultimately, coverage for defective IoT products is simply immature and uncertain. And policyholders should
expect coverage disputes. Still, policyholders can reduce potential coverage problems by consulting
specialized brokers, working with counsel to understand their specific risks, and perhaps most importantly,
engaging in careful and nuanced policy review.
For more information on the IoT, contact Nicholas Reuhs or a member of our Internet of Things Industry
Group.
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INTERNET OF THINGS

COMMUNICATION AND SECURITY PROTOCOLS: PAST AND FUTURE TRENDS

By Michael B. Coleman, Partner, Ice Miller LLP

The world is a buzz with many conversations concerning the Internet of Things ("IoT"). This interconnected
world involves the networking of personal devices, vehicles, appliances, buildings, and other everyday
objects embedded with electronics, software, sensors, and network connectivity to enable them to
exchange data with the Internet and/or with each other. Just as there is no widely accepted definition of
IoT, there currently are no uniformly recognized standards for either communication protocols or security
protocols.
The communication protocol standards are an important first step in the development of a true IoT, because
there must be a uniform way to communicate with sensors/devices regardless of the manufacturer or
transmission method. The major players involved were initially split: some developing an open-source
platform and some developing mesh networks. Moreover, it looked as though this would be another
Betamax/VHS or HD-DVD/Blu-ray format war, but more recently the major industry leaders have begun to
align around a limited number of protocol standards.
According to recent coverage by The Economic Times, CIOs, chief information security officers, and
information technology heads are voicing their main IoT concern: security. Currently, there are no
generally accepted security standards or protocols for IoT device operations. Security experts predict that
approximately 66% of networks will become the victim of an IoT security breach by 2018, as reported by
The Economic Times.
Security standards are being developed by Underwriters Laboratory (UL). With the Smart America
Challenge, the U.S. Department of Commerce’s National Institute of Standards and Technology (NIST)
is also getting involved on an even larger scale focusing on cybersecurity standards. Security standards
are very premature as well, but UL has stepped in with its Cybersecurity Assurance Program which
implemented a new 2900 series of standards. Similarly, NIST is working on a publication called 800-160
which will extend Insurance Services Office standards and provide guidance on security engineering.
Technology necessarily changes before the law. At this point in time, IoT-specific legislation could be
premature given that IoT operates in a geographically agnostic manner and is international in scope.
There are no specific laws applicable to IoT technology in the U.S. or elsewhere in the world. This article
discusses the history of the development of communication and security protocols and the trends for where
IoT law and technology are heading.
COMMUNICATION PROTOCOL PLAYERS AND THEIR STANDARDS
1. AllJoyn & AllSeen Alliance. AllJoyn was the first of the communication standards protocols. It was
developed in 2011 by Qualcomm, and in 2013 the source code was sold to the Linux Foundation. Shortly
thereafter, Qualcomm and the Linux Foundation formed the AllSeen Alliance which includes Cisco, Microsoft,
LG and HTC (among others). The AllSeen Alliance sponsors AllJoyn. It is an open-source software connectivity
and services framework that allows for interoperability of devices that can discover, connect, and interact
directly with each other. AllJoyn is pure open-source framework for peer-to-peer connectivity in the cloud.
Microsoft indicated that AllJoyn empowers the IoT by allowing devices to discover and communicate with
each other regardless of the transport technology, platform, or manufacturer. A certification program has
now been launched, but currently AllJoyn requires Wi-Fi which severely limits the interoperability beyond a
household or office space. The AllJoyn framework is currently geared toward software platforms such as
Linux, Android, iOS, and Windows.
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2. Thread Group. In July of 2015, Thread Group was formed by Google’s Nest, Samsung, and Arm
Holdings. Its standard is an alternative to Wi-Fi and Bluetooth that is thought to have better low-power and
security features. The sensors communicate through a low-power radio protocol over wireless personal
area networks (6LoWPAN), and it supports the new Internet Protocol version 6 (IPv6). The security feature
utilizes a mesh network. Wi-Fi consumes a lot of power and is used for big data. Bluetooth is low-power
but cannot accommodate a true mesh network. Mesh networks can run over wireless local networks
(WLANs) and are decentralized by connecting nodes (e.g., sensors) directly to each other rather than
through routers. This ensures that if one node (or sensor) fails, the others can still communicate. Thread is
not an open-source format and is geared more toward household interconnectivity, according to coverage
by PC World.
3. Open Interconnect Consortium (OIC). Also in July of 2015, OIC announced its formation. Notable
members include Atmel Corp., Dell, Intel, and Samsung. OIC was formed because of the general distrust
in Qualcomm or any other major for-profit vendor as a creator of “allegedly open-sourced protocol.” OIC
was developing a specification through its open-source project called IoTivity. The IoTivity project allows
member companies, including the Industrial Internet Consortium (IIC), to collaborate and share software
and engineering resources. While OIC still exists, it is now subsumed by the Open Connectivity Foundation
(discussed below) that now includes the IoTivity project.
4. Institute of Electrical and Electronics Engineers (IEEE). IEEE is a leading developer of international
standards that underpin many telecommunications, information technology, and power-generation products
and services and is often the central source for standardization in a broad range of emerging technologies.
IEEE is currently not a member of any consortium. It has 850 existing standards that are applicable to
IoT. In 2014, the IEEE Standards Association (IEEE-SA) created an IoT ecosystem study and published
an executive summary. IEEE P2413 is a draft standard that will serve as the umbrella for building an
architectural platform that covers integration of multitiered protocols on a global scale. In short, the IEEE
sees the individual IoT verticals (e.g., transportation, health care, etc.) as its own domains which create
multitiered protocol architecture. It is working on reference architecture that integrates the domains.
5. ITU-T SG20. The SG20 is a study group within the Telecommunication Standardization Sector (ITU-T)
focusing on IoT and its applicability to smart cities and communities. Developed in June of 2015, it will
develop international “standards to enable the coordinated development of IoT technologies, including
machine-to-machine communications and ubiquitous sensor networks.” The purpose is to create standards
that “act as an umbrella for IoT standards development worldwide.” The SG20 group has published a
couple of standards periodically since November of 2015.
6. Apple Homekit. Much like Thread, Homekit is geared toward household interactive devices, not the
broader IoT. But it is being marketed as an IoT product, and Apple is of course a major player in the
ecosystem. Some say Homekit is not much of a standard, but more as Apple’s proprietary way of doing
things. Apple does, however, utilize open-source platforms and touts itself as contributing to open-source
projects, but Apple is not a member of any consortium.
7. Open Connectivity Foundation (OCF). In February 2016, a new consortium called Open Connectivity
Foundation (OCF) was formed as a successor to OIC. One of the stated purposes of this new group is to
“get industry consolidation around a common, interoperable approach.” The new group is working to create
a specification and certification for its protocol framework.
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OCF has pulled in some of the industry leaders that are also part of AllSeen Alliance, but it is not a merger
of the two groups. Founding members include Cisco, Electrolux, GE, Intel, Qualcomm, Microsoft, and
Samsung. The notable promise of this new industry group is that it includes Intel and Qualcomm, parties
that were excluded from OIC when it was formed as a competitor to AllSeen Alliance. OCF has the same
goal as AllSeen Alliance, but OCF develops “middleware standards for connecting devices, and it sponsors
an open-source reference implementation called IoTivity.”
OCF has not only incorporated the draft specs from OIC, but also standards from the UPnP+ Initiative
(which includes certification). UPnP develops standards for cloud services, and the code is open-source.
The open-source code is still being shared through the IoTivity project. The Linux Foundation (part of
the AllSeen Alliance) hosts the IoTivity project that grants access to the code. Similar to the AllJoyn
framework, OCF is currently geared toward software platforms such as Linux, Android, iOS, and Windows.
SECURITY PROTOCOL STANDARDS
The Department of Commerce's NIST notes that reality is that the “IoT leaves private and public computer
systems indefensible, and no amount of security guidance can provide salvation.” NIST 800-160 is a draft
publication that provides security engineering process extensions for International Standard ISO/IEC/IEEE
15288 in furtherance of the Federal Information Security Modernization Act of 2014. This is a nonbinding
document that provides guidance on adapting a set of widely used international standards for systems and
software engineering to the specific needs of security engineering.
UNDERWRITERS LABORATORIES (UL) CYBERSECURITY ASSURANCE PROGRAM (CAP)
A White House press release dated February 9, 2016 outlined the President’s concern about cybersecurity
and announced the Cybersecurity National Action Plan (CNAP). It noted that the “Department of Homeland
Security is collaborating with UL and other industry partners to develop a Cybersecurity Assurance Program
to test and certify networked devices within the ‘Internet of Things,’ . . . so that when you buy a product, you
can be sure that it has been certified to meet security standards.”
In April of 2016, UL launched a new UL 2900 series of standards that offer cybersecurity test criteria for
network-linked products and systems as part of its UL Cybersecurity Assurance Program (CAP).
The UL CAP standards will certify products and help “thwart attempts to change a product’s functionality;
access the data that a product collects, processes or stores; or utilize a flaw in the product to gain entry
into any network or system to which the product is connected.”
A product’s software protocol may be technically secure, “but without the correct implementation of
applicable security controls, the product is still vulnerable to cyberattacks.” The controls may include “rolebased access control, secure data storage, cryptography, key management, authentication, integrity, and
confidentiality of all data received and transmitted.” The UL 2900 standard contains minimum requirements
for the security controls. The standards also describe testing and verification requirements.
A stated flaw in the UL CAP is that it lacks a post-certification audit process. Such a process would allow
certification to be removed if there is problem with the software or firmware so that the owner of the product
knows that it is not safe to use.
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THE LATEST GOVERNMENTAL GUIDANCE
The Department of Homeland Security on November 15, 2016 published its Strategic Principles for Securing
the Internet of Things (IoT). Rather than legislate minimum technical requirements for IoT security, the
department has articulated a preference for building industry consensus around best practices. It also
recognizes the IoT is part of a global ecosystem and that it must engage with its international partners
and the private sector to support the development of international standards and ensure they align with
fostering innovation and promoting security.
CONCLUSIONS
Although the IoT communication and security standards development are in their infancy, it is reassuring
that many industry partners are collaborating and appear to be working toward consensus. Such industry
collaboration appears to be the logical direction to obtain uniformity and an efficient solution for consumers
and business. And there appears to be general consensus on an open-source software format.
At this point, only time will tell whether to the IoT will take OCF’s standards approach or whether Qualcomm
will de-emphasize the push for standards so it can just upgrade software in the billions of devices it has in
use and on the market. Qualcomm is now a member of the OCF so things could turn toward the direction
of uniform standards. Once the standards work themselves out, the law will follow suit.
UL CAP standards hold promise for developing workable security standards to be incorporated into IoT
products to mitigate security concerns as the main concern with IoT technology. It will be up to companies
to follow these standards, and for consumers, both individuals and businesses, to demand them in IoT
products.
There could be significant overlap in regulatory authority once the IoT takes off. The devices/sensors will
surely communicate through many different transmission protocols triggering authority by both the FTC
and FCC (just to name two).
For more information on the IoT, contact Michael Coleman or a member of our Internet of Things
Industry Group.
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