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How can municipal leaders across the U.S. leverage the Internet of Things (“IoT”) to build smarter cities? 
How can cities and towns connect people with the resources, amenities, and commerce that drive 
economic development and attract and retain a talented workforce? 

To become a smart city, leaders and businesses must collaborate to harness rapidly evolving and 
revolutionary technology. Effective deployment of IoT technology can automate systems, create efficiencies, 
and connect citizens with affordable and reliable resources.  Smart collaboration will increasingly determine 
the success of all constituents in urban environments.

In this guide, your team will find opportunities to explore best practices and checklists for what municipal 
leaders need to know to develop the infrastructure, to understand the technology, and to implement 
financial and legislative solutions needed to build a smarter city. 

At Ice Miller, we understand that IoT will provide unprecedented speed for automation and almost 
instantaneous data collection, analysis and sharing between devices, businesses, municipalities and 
users. Leveraging this speed for municipal growth, investment, and development is critical, and must be 
balanced with safety, privacy and security considerations.

Our attorneys have helped our clients stay ahead of a changing world for more than 100 years. Our 
Internet of Things Industry Group includes attorneys who are engineers, IT analysts, and data architects, 
with the legal and public affairs backgrounds that span our full-service law firm.

As your conversations around smart cities continue, turn to our team for insights, experience and guidance. 
We are here to support you as you leverage smart technology for economic and municipal growth.

INTRODUCTION
BUILD A SMARTER CITY 

Best regards,
JUDY S. OKENFUSS
Chair - Internet of Things Industry Group 
Managing Partner
Ice Miller LLP
317.236.2115
judy.okenfuss@icemiller.com 
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ISSUE OVERVIEW

Widespread Internet of Things (“IoT”) deployment is not only imminent, but essential in order for communities 
to experience the full benefits of being a smart city. Forward-thinking municipalities have already realized 
the possibilities of deploying telecommunications infrastructure to enhance traffic control, public safety, 
utility monitoring, and countless other smart facilities for the public good.  

Many communities are seeking to connect their local businesses and residents through fiber-optic 
telecommunications technology, and IoT networks often require a “backhaul” fiber network. This system 
could entail a fiber-optic line that reaches a single employer or major development, or could be a fiber ring 
that circles an entire city. Fiber is attractive due to being “future-proof,” meaning the available bandwidth 
can be increased without having to change the infrastructure, unlike other modes to deliver broadband 
such as cable or digital subscriber line (“DSL”). 

SMART CITY 
INFRASTRUCTURE  
STRATEGIC STEPS FOR BUILDING CITY FIBER NETWORKS
By Gregory J. Dunn, Partner and Lindsay M. Miller, Attorney, Ice Miller LLP

WHAT THIS MEANS FOR 2017

Earlier this year, the Federal Communications 
Commission (“FCC”) unanimously voted to open 
high-band spectrum for 5th generation (“5G”) 
wireless expansion. This action is projected to 
greatly impact connected devices and IoT. Further, 
pervasive availability of 5G mobile connectivity is 
predicated on the availability of fiber to cellular 
sites. While we are still several years from true 
5G deployment, several of the large incumbent 
providers are already testing 5G wireless networks 
in the field. Municipalities that plan accordingly 
can be at the forefront of this revolution. 

THE OPPORTUNITIES AND THE 
CHALLENGES

Fiber networks not only bring technological 
opportunity to a community, but economic 
opportunity as well. U.S. cities with gigabit fiber 
connections report 1.1% higher per-capita gross 
domestic product (“GDP”), [1]  which equates to 
approximately $1.4 billion in additional GDP, [2]  
than cities without gigabit speeds. 

With a strong fiber network in place, a municipality 
could also attract and retain a talented workforce 
through better connections to resources, 
amenities and commerce. For example, smart 
parking systems can reduce parking congestion 
by 22 percent, and can reduce total traffic volume 
by 8 percent, according to IBM. To gather the data 
needed to make an impact on traffic and congestion 
in real time, municipalities will need to implement 
the fastest possible network connections.

However, challenges remain as municipalities are 
naturally protective of their right-of-way (“ROW”) 
and the aesthetics of their communities.  As a 
result, communities may resist the deployment of 
certain infrastructure despite the need for modern 
communications for residents and businesses. 
In addition, funding a fiber build-out can be cost-
prohibitive.

STRATEGIC STEPS FOR MUNICIPALITIES 

Strategic planning is key to understanding the 
infrastructure needs in a municipality. Broadband 
providers are often willing to use existing 
infrastructure as opposed to constructing new; 
however, in order to do so there needs to be a 
repository of existing assets, including fiber. This 
is not a one-size-fits-all approach and government 
should not limit its thinking as to what constitutes 
an IT infrastructure asset. 
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Create an Inventory of Assets
The next step is to inventory the community-owned assets, as well as other privately owned 
assets that may be available for use with local network deployment. In addition, a municipality 
should analyze its existing right-of-way provisions (or consider implementing a ROW policy if 
one is not currently in place).

Determine Network Ownership
Once the requisite assets are identified, communities have an option to create a locally 
owned, municipal network; work with private telecommunications providers for expansion; or 
use a combination public-private partnership ("P3") approach. Regardless of the approach 
selected, opportunities may also exist to connect to an existing state or university-owned 
telecommunications network. 

Conduct a Cost-Benefit Analysis and Seek Funding
Since cost is a primary deterrent for fiber builds. A community should understand what it 
currently spends on telecommunications services, its projected broadband needs, how those 
will augment over the coming years, and what a potential fiber project could cost. Local, state, 
and federal funding programs are often available for broadband deployment. For example, 
BroadbandUSA, an office within the National Telecommunication and Information Administration 
("NTIA"), compiled a “Guide to Federal Funding of Broadband Projects” in 2015.[3] 

Smart cities will need strong, local fiber networks in place to reliably connect citizens with resources, 
amenities, and commerce. While the size and scope of a fiber network project can seem daunting, 
communities will reap the rewards of these projects for years to come.

STEP #2

STEP #3

STEP #4

STEP #1
Develop an Expert Network
Many communities lack the local expertise to deploy a fiber network without the assistance of 
outside consultants such as design engineers, financial advisors, legal counsel, planners, and 
others. A trusted network of experts can help your team navigate each subsequent step in the 
process of developing a best-in-class fiber network.  

GREGORY J. DUNN
Partner, Ice Miller LLP
614.462.2339
gregory.dunn@icemiller.com

LINDSAY M. MILLER
Attorney, Ice Miller LLP
614.462.1136
lindsay.miller@icemiller.com 

[1] Brian Fung, Study: Cities with super fast Internet 
speeds are more productive, The Washington Post, 
September 2014, http://www.washingtonpost.com/blogs/
the-switch/wp/2014/09/18/study-cities-with-super-fast-
internet-speeds-are-more-productive/    

[2] Sean Buckley, 1 Gbps-enabled communities have 
higher GDP, says FTTH Council study, FierceTelecom, 
Sept. 18, 2014, http://www.fiercetelecom.com/story/1-
gbps-enabled-communities-have-higher-gdp-says-
ftth-council-study/2014-09-18?utm_medium=nl&utm_
source=internal

[3] Broadband USA: Guide to Federal Funding of 
Broadband Projects, September 2015, http://www2.ntia.
doc.gov/files/broadband_fed_funding_guide.pdf60
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ISSUE OVERVIEW

Intelligent transportation, including connected 
vehicles and self-driving or autonomous cars, is 
an element that has been incorporated into several 
“Smart City” deployments.  For example, Columbus, 
Ohio, recent winner of the U.S. Department of 
Transportation’s Smart City Challenge, is using part 
of its $40 million award to deploy electric self-driving 
shuttles that will operate in conjunction with a new 
rapid transit center. CompTIA,[1] a non-profit trade 
association for the IT industry, says that the system 
will enable better vehicle-to-vehicle data exchange 
and communication with traffic signals and other 
transportation infrastructure.

Several automotive manufacturers have also 
joined the burgeoning movement for intelligent 
transportation systems. For example, Volvo is 
developing a fleet of fully autonomous vehicles and 
has claimed that 100 models of its self-driving cars 
will be on public roads in Sweden by 2017. Audi has 
said that its cars will be the first in the United States 
to communicate with traffic lights, and Ford has 
projected that driverless ride-sharing services will be 
available in five years. Similarly, Uber Technologies 
Inc. has partnered with Volvo and purchased 
Ottomotto LLC, a driverless truck firm, to explore 
the possibility of a ride-sharing service powered 
by self-driving cars. Uber is currently testing self-
driving ride sharing in Pittsburgh, Pennsylvania. 

THE OPPORTUNITIES AND CHALLENGES

Intelligent transportation systems offer opportunities 
to improve traffic flow and efficiency; reduce traffic 
congestion; and, in the case of autonomous 

vehicles, eliminate human error and reduce traffic 
accidents. Implementing such systems will require 
ample broadband connectivity, both wired and 
wireless, which will remain a challenge for many 
municipalities, especially non-urban ones. Another 
challenge will be the secured maintenance of 
customer data and privacy. Several groups are also 
concerned with a potential job reduction for taxi 
drivers and other occupations. 

WHAT THIS MEANS FOR 2017

In 2017, the City of Columbus and its partners will 
be engaged in an outreach effort to gather feedback 
from the public and key stakeholders throughout the 
community.  The public will be able to weigh-in on 
intelligent transportation and connectivity issues 
and opportunities, as well as contemplate how all 
of these changes might impact their daily lives.  
Ultimately, with this input, community plan will be 
developed and implemented over several years.

STRATEGIC STEPS FOR MUNICIPALITIES

Municipalities will need to re-evaluate their 
operating and capital budgets in order to invest in 
a comprehensive intelligent transportation system 
and align operations and programs to this end. Code 
changes may also be necessary as it relates to right-
of-way use, traffic laws, traffic signal coordination 
and other regulatory matters. There is an enormous 
opportunity for municipalities to leverage other 
public and private sector resources, funding and 
expertise during the next several years. In order 
to take advantage of this opportunity, it will require 
extensive coordination with businesses/employers 
and with federal, state, and local governments.

INTELLIGENT TRANSPORTATION 
IN A CONNECTED CITY
By Michael D. Reese, Director of Public Advocacy & Business Development, Ice Miller 
Whiteboard and Lindsay M. Miller, Attorney, Ice Miller LLP
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MICHAEL D. REESE
Director of Public Advocacy 
& Business Development, 
Ice Miller Whiteboard
614.462.2309
michael.reese@icemiller.com

LINDSAY M. MILLER
Attorney, Ice Miller LLP
614.462.1136
lindsay.miller@icemiller.com 

[1]CompTIA, Building Smarter Cities (Aug. 26, 
2016), https://www.comptia.org/resources/
building-smarter-cities
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SMART INCENTIVES 

How will your city fund smart connections for economic growth? The future of federally-funded incentives 
for smart connections is unclear. However, forward-thinking municipal leaders understand that the success 
of each city depends upon its ability to quickly and reliably deliver resources, amenities and commerce to 
its citizens. 

New revenue sources may need to be created through partnerships like P3s.** Cities may also need to 
explore state and local tax incentive structures to drive funding sources. 

You can be prepared to leverage any opportunities that arise by reviewing the following checklist with your 
team of strategic advisors. 

DRIVE SMART CITIES
By Christopher J. Magill, Economic Development Director and Kristopher ("Kip") Wahlers, 
Partner, Ice Miller LLP

STRATEGIC PLANNING STEPS FOR SMART CITY DEVELOPMENT

1. Understand the funding types

 a. Public-private partnerships (“P3”)

 b. Government bonds and financing

 c.  Special taxing districts and tax 
increments

 d.  Grants, financing & loans for 
innovation and energy

 e.  Economic incentives for business 
attraction

2. Understand the funding sources

 a. Federal

 b. State

 c. Local

 d. Regional

 e. Foundation/Non-profit

3. Understand your funding drivers

 a. Federal tax credit zones

 b. Level of distress and poverty

 c. Technology commercialization activity

 d. Product demand

4. Inventory your community assets

 a. Community budget

 b. Transportation assets

 c. Private sector participation

 d. Anchor employers

 e. Population demographics

 f. Workforce & talent 

 g. Educational institutions

5.  Understand the needs of your consumers 
(residents and industry)

 a.  A talented workforce follows vibrant 
neighborhoods, which creates an asset in 
attracting businesses to your community

 b.  Businesses are looking to differentiate 
through enhanced brand identity

 c.  Businesses are placing an increased 
emphasis on the Triple Bottom Line [1]  
(environmental, financial, social)

 d.  Residents and employees are 
gravitating toward creative, collaborative 
neighborhoods with quality amenities  
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Municipal leaders are not alone in preparing for the next smart city opportunity. Business leaders should 
also take action now in order to maximize opportunities as they arise.

STRATEGIC PLANNING STEPS FOR BUSINESS

Understand where you fit with Smart Cities 
initiatives

Identify opportunities for government 
partnerships

Understand the resources to lower your 
cost of doing business

Identify available workforce and workforce 
development institutions and programs

STEP #2

STEP #3

STEP #4

STEP #5

STEP #1
Evaluate how the existing community’s 
assets enhance your vision

CHRISTOPHER J. MAGILL
Economic Development Director, 
Ice Miller LLP
614.462.1141
cmagill@icemiller.com 

KRISTOPHER ("KIP") WAHLERS
Partner, Ice Miller LLP
614.462.1074
kip.wahlers@icemiller.com 

** See “How States and Municipalities 
Can Harness the Power of Public-
Private Partnership Agreements to Build 
Smarter Cities” on page 8 of this outlook  

[1] “Core Values – Why American 
Companies are Moving Downtown” 
https://www.smartgrowthamerica.org/
app/legacy/documents/core-values.pdf
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HOW STATES AND MUNICIPALITIES  

ISSUE OVERVIEW
As public infrastructure in the United States is 
aging, the cost of infrastructure construction 
and improvements is increasing.  Recently, 
public spending on just transportation and water 
infrastructure totaled $416 billion.  The lion’s share of 
that figure—$320 billion—was borne by state and local  
governments.[1]  In the face of such costs, coupled 
with the need to leverage smart connections for 
reliable delivery of amenities and utilities to citizens, 
states and municipalities are reaching for innovative 
ideas to relieve the financial burden of improving or 
building public infrastructure. 

One such alternative is a public-private partnership 
("P3").  Many states have laid the legislative 
groundwork to allow for public entities to use P3s 
for transportation projects.  In order to facilitate 
connected infrastructure development such as 
public utility upgrades and facilities expansion and 
renovation, states and municipalities are currently 
considering non-transportation P3 legislation. 

A P3 is essentially a long-term contract between a 
public entity and a private partner.  In exchange for 
compensation, the private partner invests its own 
funds and delivers a public structure or service. 
Payments to the private partner can either be made 
periodically out of existing funds, called availability 
payments, or through the utilization of concession 
arrangements. 

P3 agreements can take many forms, depending 
on the project, and each agreement is unique.  
Generally, two of the most common forms of 
agreements are the (1) Design-Build-Finance-
Operate-Maintain (or some combination of the 
same) agreement, in which the private partner 
finances the public facility, and collects payments 
from the public entity over the life of the agreement; 
and the (2) Long-Term Lease, in which the public 
entity enters into a long-term lease with a private 
partner, and the private partner makes an upfront 
cash payment to the public entity  in exchange for a 
continuing revenue stream (such as a parking lot or 
rental of a public building).

P3 OPPORTUNITIES
Entering into a P3 Agreement is a great way for 
a municipality to leverage the private sector’s 
expertise and resources while enjoying cost 
savings and improved performance. Private sector 
expertise is critically important to infrastructure or 
transportation projects that are designed to leverage 
smart connections. For example, a municipality can 
take advantage of private sector advances in data 
collection and analysis to contract with partners to 
build smart metering systems for improved water 
delivery to citizens. 

In addition, the public entity is able to transfer the 
risk to the private partner. The private partner will 
typically bear the operations and maintenance risk, 
while the public entity bears the revenue and force 
majeure risk.  Of course, risk transfer between the 
two partners can and should be addressed in the 
P3 Agreement. 

Opportunities for municipalities to utilize a P3 
include waterworks facilities and other utilities, 
the monetization of aging public buildings with 
environmental remediation exposure (brownfield), 
and financing assistance with new-build 
infrastructure (greenfield).  A partnership with a 
private party also allows the municipality access to 
cutting-edge technology and enhanced operations 
that may not otherwise be available due to budget 
constraints.  This could include a P3 for a fiber-optic 
internet infrastructure, which would not only benefit 
the public by securing dependable fiber connections 
throughout communities, but also provide significant 
municipal uses, including emerging Smart City and 
Internet of Things applications.

P3 CHALLENGES AND IMPEDIMENTS
P3 arrangements also carry a unique set of challenges 
that all parties should consider, such as the lack of 
enabling legislation, which creates uncertainty as to 
the rights and responsibilities of both the public and 
private partners.  In addition, P3 arrangements result 
in the loss of public control and oversight and the 
possible loss of future public revenues, which are of 
concern to the public entity.  

CAN HARNESS THE POWER OF PUBLIC-PRIVATE PARTNERSHIP 
AGREEMENTS TO BUILD SMARTER CITIES
By Alan G. Starkoff, Partner, Michael B. Coleman, Partner and Director of Business and 
Government Strategies, and Nicole R. Woods, Attorney, Ice Miller LLP
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For governmental entities, P3 arrangements also necessarily involve a loss of public control and oversight, 
and a possible loss of future public revenues.  Of course, these concerns can and should be addressed in 
the P3 agreement.  If there are political or project-neutral concerns—such as general financing approval or 
determination of supervisory agency—which are not resolved under current law, they should be addressed 
by P3 enabling legislation.  

In analyzing a potential P3 arrangement, municipalities should consider the following: 

[1] Congressional Budget Office, Public Spending on Transportation and Water Infrastructure, 1956 to 2014, Mar. 2, 
2015, https://www.cbo.gov/publication/49910 

STRATEGIC STEPS FOR MUNICIPALITIES

What is the cost 
of operating and 

maintaining public 
assets? 

Are public funds 
available to finance 

the project? 

Can the income 
stream be monetized 
sufficiently to justify 
the loss of control 

over the asset? 

STEP #2

STEP #3

STEP #4

STEP #1
Are there assets 
that generate a 

stream of income?
 

ALAN G. STARKOFF
Partner, Ice Miller LLP
614.462.4938
alan.starkoff@icemiller.com 

MICHAEL B. COLEMAN
Partner and Director of Business 
and Government Strategies,  
Ice Miller LLP
614.462.1094  
michael.coleman@icemiller.com

NICOLE R. WOODS
Attorney, Ice Miller LLP
614.462.2319
nicole.woods@icemiller.com 
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THE ROLE OF GOVERNMENTAL POLICY 
IS CRITICAL TO ADVANCING THE INTERNET OF THINGS
By John H. Oberle, Partner, Ice Miller LLP

The role of government has been debated for centuries especially in emerging industries.  Governmental 
policy is often a balance of protecting our citizens while promoting job growth and economic development.  
As President Reagan said, “Government’s first duty is to protect the people, not run their lives.”
This should be especially true as policymakers consider their evolving approach to the Internet of Things 
(“IoT”).  It will be important to address key IoT issues (such as privacy and data security) in order to protect 
our citizens, while having a light and nimble touch to encourage growth without overregulating.

IOT OPPORTUNITIES AND CHALLENGES NECESSITATE LEGISLATIVE ACTION:   
Here is a sampling of top items.

Governments that are Economic  
Catalysts for IoT will Benefit

•  According to recent reports, 75 percent of the 
companies expected to be listed on the S&P 500 
in 2027 have not been established yet.

•  For the United States to be the leader in IoT, 
policymakers need to provide economic support, 
especially in the early stages of the industry. 
This support can include economic development 
incentives, training money, and favorable tax 
treatment of research and development costs 
and other early stage costs.

•  Being an economic catalyst will require legislative 
policy changes that encourage the investment 
of IoT infrastructure, such as data centers, 
broadband, Wi-Fi, and energy transmission.  
Policymakers should study and determine where 
to make these investments and how to fund these 
investments.  Policymakers may need to obtain 
access to alternative financing models including 
public-private partnerships.    

•  States and communities that are catalysts will 
become leaders in IoT, which will generate job 
creation, investment, and tax revenue.  The 
challenge for these policymakers will be to create 
pockets in this country that will lead in particular 
IoT areas in order to enhance focus and growth 
of the IoT industry.

Create Uniform, Adaptable  
and Seamless Regulation

•   The IoT industry must be able to move commerce 
and data freely without facing unnecessary 
constraints from a multitude of governments.  
Therefore, any legislative policies and regulations 
should be drafted and approved in a way so as 
to allow regulations to be amended quickly in an 
attempt to keep current with the ever changing 
IoT industry.

•  One consideration is to limit IoT policy so that it 
only addresses what is critical in protecting the 
health, safety, and welfare of our citizens.

•  State and local governments should work on 
model policies and interact with national groups to 
be relevant and impactful on their governmental 
policies.

Ensure the Education Community is at the Table
•  Recent reports indicate that approximately 47% 

of jobs could be phased out in the years ahead 
because of advances in technology.   

•  If policy and education are not ready to deal with 
this shift, areas of our country will be left behind.   

•  The IoT industry is a great engine for economic 
growth, and planning is needed to ensure job 
growth. Policymakers need to ensure that local, 
state, and federal policies incorporate the education 
community and that the community is prepared to 
train the next generation of IoT workers, assist with 
research and development, and study the impacts 
on our society. There will be a greater shift to online 
education which will be an important source to train 
and recalibrate the workforce.
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WHAT THIS MEANS FOR 2017
2017 will be an important year for IoT policy as the industry is poised for strong growth.  Last year, many 
states passed laws to encourage IoT development while utilizing existing regulatory laws for any IoT issues 
which arose.  This year we will see governmental policy and laws adopted at a faster rate, and many laws 
will be more tailored to address specific IoT issues.  

•  Catalog Primary Areas that will be Impacted.  
IoT policy is different than most other industry 
policy because IoT touches almost every industry 
and every facet of life.  Policymakers need to 
be strategic and anticipate the common policy 
themes and issues created by IoT.  Create an 
IoT leader for your jurisdiction who can be the 
point person to create a plan of action for each 
impacted department.

•  Establish IoT Policy Goals and Objections.  
The top governmental officials should establish 
the desired goals and objectives for IoT, such 
as job growth, consumer protection, workforce 
development, and uniformity in policy, so that all 
related decisions align with these priorities.

•  Create Stakeholder Working Groups.  
Policymakers should continue to engage the 
businesses and organizations that will be 
impacted and seek their input on policy.  This 
is occurring at the national and state levels, but 
it needs to continue to filter down to all levels 
of government.  Further, policymakers should 
fully understand what the education community 
is doing in the IoT industry and develop a plan 
on how best to encourage advanced workforce 
training and research in IoT in schools.  Ensuring 
real collaboration between business, government 
and the education community is a critical step to 

success.  
•  Understand your Assets and Programs to 

Support IoT.  Policymakers should assess 
whether infrastructure and economic development 
policies are sufficient to remain competitive 
and relevant.  Government has considerable 
assets, which if utilized appropriately, can help 
drive strong IoT growth.  Further, to encourage 
job growth and investment in their jurisdiction, 
governments need to review their economic 
development programs to ensure that programs 
align with this new industry, and to determine 
what local infrastructure assets can be leveraged 
to retain and attract IoT growth.  

•  Create IoT Policy that Fosters Certainty 
Local and state jurisdictions should give strong 
consideration to creating and adopting IoT policy 
that promotes uniformity across jurisdictions. 

JOHN H. OBERLE
Partner, Ice Miller LLP
614.462.2227
john.oberle@icemiller.com 

STRATEGIC STEPS FOR STATES AND CITIES
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ENERGY AND THE INTERNET OF THINGS: 
CAPTURING THE SMART GRID TO HARNESS DATA AND CREATE 
UNIFORM MUNICIPAL POLICY

A central tenet in energy delivery is ensuring the delivery of reliable, efficient, and affordable energy.  This can 
be done by integrating modern efficiencies and renewable energies into energy systems to help go beyond 
the scope of basic infrastructure and operations.[1]  The goal is to integrate the Internet of Things (“IoT”) 
technologies and associated business processes to both turn the lights on, and more importantly, keep them 
on, as efficiently as possible.  Government can capture the data and technology utilized in the networked 
operations to create a streamlined set of adaptable regulations as a standard platform for energy delivery.

BACKGROUND AND OVERVIEW
The electrical grid is an interconnected network of 
generation, transmission, and distribution elements 
that delivers electricity from suppliers to consumers. 
The “smart grid” generally refers to technology 
people are using to bring utility electricity delivery 
systems into the next century using computer-
based remote control and automation, both on the 
utility side of the meter as well as the customer side 
of the meter.  These systems are possible, because 
the grid is computerized and smart meters are 
being utilized.   While smart meters are not grids 
themselves[2], smart meters are digital meters that 
enable two-way communication between the meter 
and the central system, as well as between the 
meter and consumers end-use appliances.  This 
allows clarity as to how we consume energy at a 
granular level to increase our understanding of how 
we consume energy.

WHAT WILL SMART GRID TECHNOLOGY 
YIELD?
Ideally, the smart grid will provide utilities, industry 
stakeholders, and ultimately customers with a 
stable, secure energy infrastructure.  A reliable, 
trackable electric grid would allow experts to 
model scenarios that assess and identify which 
investments in generation and transmission 
provide the greatest reliability and cost savings. 
For instance, the industry utilizes a value-based 
planning process that is designed to handle planned 
and unplanned changes to the grid using diverse 
planning scenarios that look years into the future.

[3]   In order to optimize planning and infrastructure 
implementation, the technology, such as smart 
meters, provides meter data streams through 
sensors that support demand response, voltage 
management, outage management, accelerated 
restoration, and overall operational efficiency.[4]  

STRATEGIC STEPS FOR MUNICIPALITIES
Many people do not think about the role of rules and 
regulations in the smart grid sector. These intelligent 
devices and networked operations, in addition to 
advancing planning and strategy in the effort to 
provide for reliable, efficient, and affordable delivery 
of energy, can be used to create a uniform basis for 
the development of common standards necessary 
to maintain the system and interconnection without 
risking safety and grid stability.  As a governmental 
entity adding value to the energy sector by 
contributing to the IoT for smart grid technology 
or as a stakeholder, you can understand the data 
developed by these technologies to optimize your 
priorities as the smart grid develops, making sure 
your perspective is integrated into the regulatory 
solutions being developed at the state and federal 
level to create a standard platform.  As noted in 
previous articles in this series, the IoT industry 
must be able to move commerce and data freely 
without facing unnecessary constraints from a 
multitude of governments. Energy and smart grid 
legislative policies and regulations should be drafted 
and approved in a way to allow regulations to be 
amended quickly in an attempt to keep current with 
the ever-changing IoT industry. 
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[1] See: Lontoh, Sonita “What Does the Internet of Things Mean for the Energy 
Sector?” World Economic Forum, https://www.weforum.org/agenda/2016/06/what-
does-the-internet-of-things-mean-for-the-energy-sector

[2] See: https://infobright.com/blog/internet-of-things-part-8-smart-grids-future-
energy-delivery/

[3] www.misomatters.org/2016/11/what-the-presidential-election-means-for-the-miso-
region 

[4] Deloitte University Press – The Power is On: How IoT Technology is Driving 
Energy Information - The Internet of Things in the Electric Power Industry See: https://
dupress.deloitte.com/dup-us-en/focus/internet-of-things/iot-in-electric-power-industry.
html
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BUYING IOT TECHNOLOGY: 
HOW TO CONTRACT SECURELY
By Nicholas R. Merker, Partner, Ice Miller LLP

THE OPPORTUNITIES
More and more products are shipping with sensors and network connectivity to capitalize on the currency 
of data. Data interconnectivity between these devices creates new opportunities to identify and support 
insights about how use of these products impacts your municipality. For example, a meeting room may 
automatically turn on its lights and air conditioning ten minutes before a scheduled meeting by using third-
party software; your employees may transmit data about how many steps they’ve taken, their heart rate 
and their caloric intake to a third-party vendor as part of a wellness program; and equipment all throughout 
an enterprise (from the trash can to the HVAC system) might generate alerts to third-party vendors when 
in need of repair.

THE CHALLENGES
•  What happens when your network-capable trash can becomes the entry point for a hacker?
•  What do you do when your wellness vendor is compromised and employee data is published on the 

internet? How do you know your internet of things products are safe?

These are not academic questions. The 2013 Target Corp. data breach reportedly stemmed from a 
compromise of network credentials maintained by a third-party HVAC vendor. Recent research also reveals 
how old cybersecurity vulnerabilities are present in new network-capable, consumer-facing products, like 
baby monitors.

In the United States, costs associated with data breaches rose each year over the last three years. 
When a breach of consumer or proprietary business information occurs, an entity will pay costs for audit 
and consulting services, legal services for defense, and legal services for compliance. A company or 
municipality that negotiates information security into its contracts to purchase third-party IoT products may 
avoid some of these costs, either through risk transfer or by avoiding the incident completely. Of course, 
identifying and mitigating cybersecurity risks with these vendors requires collaboration among multiple 
business units and a vendor willing to negotiate.

PRODUCT EVALUATION
The product evaluation phase in IoT procurement is critical. A lawyer cannot intelligently negotiate a 
procurement contract without understanding how the network-capable product is going to be utilized in the 
environment and/or whether a third-party vendor will require access to the product (e.g., for maintenance). 
Take one example — if your municipality is purchasing a surveillance camera that is equipped to generate an 
alert when it detects sound, the risk associated with installation of that camera is much different depending 
on where it is deployed logically and physically, who has access to the data it generates, and what features 
are enabled or disabled. In this example, if the camera is deployed above the water cooler and is accessible 
by the third-party vendor to conduct maintenance, you may have concerns over the privacy of employee 
conversations that could be captured by the camera. If, however, the camera is deployed over an external 
door at a remote site, that concern is nonexistent. In another example, if the camera is deployed in the 
United States, the privacy and data security risks are much different than if the camera is deployed in the 
European Union.
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STRATEGIC STEPS FOR MUNICIPALITIES
Understanding how the product is deployed, what 
information it will collect and how that information will 
be used will require conversations with those within 
your municipality who will be using and maintaining the 
product, including information technology, privacy and 
information security. Although these conversations 
may naturally happen through your municipalities’s 
vendor management practices, one way to kick-start 
them is to implement privacy-by-design. 

Privacy-by-design is an approach to protecting 
privacy by embedding it into the design specifications 
of technologies, business practices and physical 
infrastructures. A key tenet of privacy-by-design is to 
think about privacy in the design and architecture of 
systems and processes at the outset.

Once a municipality understands how an IoT product 
will work in its environment, the next step in product 
evaluation is to understand how that product alters the 
municipality’s risk profile through a risk assessment. 
A risk assessment is the process of identifying risk, 
assessing risk and taking steps to reduce risks 
to acceptable levels for the organization.  There 
are many different risk assessment strategies and 
guidance available and entire articles could be written 
on this concept alone.

Many risks identified in this process will be mitigated 
without the involvement of legal, possibly through 
network design, identity and access management, 
disabling unnecessary features or implementation of 
other security safeguards. Some unacceptable risks, 
however, might be ripe for mitigation through contract.

CONTRACT NEGOTIATION
With an understanding of the risks that need to be mitigated through contract, a lawyer is equipped to enter 
negotiations. The following list of considerations may be helpful during this process. Of course, as discussed 
above, not all of these terms may be material — your deployment of the IoT product will dictate which terms 
you need to spend your negotiation capital on to make sure your contract aligns with your risk mitigation 
strategy.
•  Establish and Maintain an Information Security 

Program - Require an IoT vendor to establish, 
implement and maintain an information security 
program which requires the vendor to maintain 
commercially reasonable security safeguards 
designed to protect against any unauthorized or 
illegal access, loss, destruction or other exploitation 
of the purchased IoT product. 

•  Cybersecurity Incident Response - In the 
unfortunate event that your IoT product directly or 
the third-party vendor who receives data from it or 
has access to it is compromised, you do not want 
to be left holding the bag for losses resulting from 
that breach. The cost of remediation efforts (e.g., 
legal defense, forensics, etc.) resulting from a data 
breach is high, and you may negotiate that your 
IoT vendor covers these costs. Given the high cost 
associated with a data breach, also consider that 
you require your IoT vendor to procure cyber risk 
insurance that will apply when a data breach occurs 
related to the IoT product.

•  Jurisdictional Compliance - Depending on your 
industry and the location you deploy your IoT 
product, you may have jurisdictional requirements 
that you want to ensure are met. 

•  Downstream Obligations - Another key risk that 
is ripe for mitigation in the contracting process is 

addressing how your IoT vendor utilizes its own 
third-party service providers. If your IoT vendor 
engages a subcontractor for any purpose, make 
sure to require that this subcontractor conform to 
the same information security requirements that 
you expect of the IoT vendor itself.

•  Audit Rights - Requiring that your vendor comply 
with all of these information security requirements 
via the contract is a great step in mitigating risk. 
However, a contract is merely an instrument and 
does not guarantee compliance. To verify that your 
vendor is adhering to these requirements, consider 
negotiating an audit provision that gives you or your 
third-party independent auditor the right to enter 
the vendor’s premises and conduct an assessment. 
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