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The next technological revolution has arrived. The Internet of Things (IoT) is changing the way that business is done.
The IoT - a network of interconnected devices that collect, transmit, analyze, and communicate data - presents new
legal risks and opportunities across a wide-range of industries. Ice Miller provides legal solutions to our clients,
including companies that manufacture connected devices, license software to device manufacturers, purchase and
deploy devices to improve their own internal and external efficiencies, and/or invest in IoT-related businesses.
Our multi-disciplinary IoT team works with businesses handling a multitude of legal challenges, including:
Commercial Agreements. From
purchase agreements to supply,
distribution, and licensing agreements
– these agreements will need to
address new issues, such as data
ownership. Traditional issues, such as
representations, indemnification, product
warnings, and many others, will need to
reflect this changing world.
Data Security and Privacy. We work
with manufacturers and purchasers
of interconnected devices to identify
risks associated with collecting and
transferring data, responding to security
incidents, and mitigating legal risk
from cyber-attacks. IoT device vendors
must also develop strategies to obtain
informed consent for use of data in a
manner that is both acceptable and easy
to implement, while providing consumers
with enough information to make
informed decisions. Finally, we help
clients protect trade secrets embedded
in their interconnected devices and
potentially accessible via the
Industrial IoT.
Intellectual Property. The IoT has
spurred unprecedented collection,
collaboration, and sharing of information.
From copyright issues, to ownership and
sharing of IoT data, to patent protection
for IoT technologies, IoT innovators must
be aware of, and ready to navigate,
these intellectual property challenges.
Litigation. While data can be
transmitted quickly, there’s no quick
fix in today’s corporate environment.
Resolving complex business problems
requires resource depth, diversity, and
a keen understanding of the challenges
facing the IoT industry. Companies must
also be mindful of the state and federal
laws, like the Telephone Consumer

Protection Act, that govern the way
companies notify and communicate with
consumers on mobile and other devices.
M&A Deals. The IoT creates new
opportunities and risks during the
transaction process. Whether it is data
security, regulatory or other intellectual
property-related issues, companies need
legal counsel that understands their
business in order to successfully avoid
IoT pitfalls. We provide interdisciplinary
knowledge and experience to help clients
address IoT issues that arise during the
transaction process and create value.
Broadband/Connectivity. The growth
of the IoT creates a wide range of new
uses for internet-enabled devices and
heightens the demand for high-speed
connectivity among residential and
commercial users. Our work spans the
full broadband pipeline from assisting
municipalities that seek to foster
economic development and Smart
Cities initiatives, to ensuring sufficient
broadband connectivity in the corporate
site selection process, to working with
internet providers and manufacturers of
related tech equipment, and more.
Health Care. Mobile medical
device applications allow patients to
conveniently capture their health data
which is helping physicians better
detect and treat illnesses. Providers,
such as hospitals, utilize the IoT to
monitor patients, personnel, and medical
devices. It is important for healthcare
professionals and organizations to fully
understand the benefits and potential
risks associated with this data. We
represent health care providers and
medical device manufacturers on
a variety of issues, including HIPAA
Privacy and Security.

Federal and State Policy. Congress
and federal agencies will be significantly
involved in the creation of policy,
standards and regulations that will
affect how the IoT propagates in the
U.S. These actions will have uneven
impacts across different industries, and
companies must be aware of what is
being contemplated and able to pursue
changes to these polices before they
are adopted. We work with clients to
ensure they are well informed and
proactive on IoT issues, able to mitigate
problems, and bring about rationale
outcomes before Congress and
executive agencies.
Employment. Employers that compile
personal and health information from
employees, such as from fitness
monitoring devices used as part of
a wellness program, must adopt
appropriate practices to protect that
information to avoid privacy claims or
HIPAA violations. Other policies, along
with employee training, should be used
to develop an overall culture of
data security.
Insurance. Products incorporating
the IoT may not be completely covered
under standard insurance policies.
Companies will want to review policies
to confirm coverage for the unique risks
related to interconnected devices.
Products Liability/Product Recall.
The growth of interconnected devices
will change some of the basic principles
of products liability and product recalls.
Companies need to be aware of the
changes in designing products and
when defending product liability actions.
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