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Audit Prep: Lessons from OCR HIPAA
Enforcement – Part I

By Kimberly C. Metzger*

The U.S. Department of Health and Human Services’ Office for Civil Rights has
launched Phase 2 of the HIPAA Audit Program. The author of this two-part article
suggests 23 lessons covered entities and business associates should consider to bolster
HIPAA Rule compliance. In this first part of the article, Lessons 1-8 will be discussed.
The remaining lessons will be discussed in the second part of the article, which will
appear in an upcoming issue of Pratt’s Privacy & Cybersecurity Law Report.

If you are a health care data privacy and security professional who finds sleep a bit
more elusive these days, you are not alone. What is keeping us awake at night? First,
the U.S. Department of Health and Human Services’ (‘‘HHS’’) Office for Civil Rights
(‘‘OCR’’) has announced the launch of Phase 2 of the HIPAA Audit Program. While
HIPAA Rule violations can always result in enforcement, the Phase 2 audits, and the
specter of a permanent audit program, further incentivize covered entities (‘‘CE’’) and
business associates (‘‘BA’’) to make the most of their compliance programs.

Compounding our insomnia is the fact that health care data is clearly in the cyber-
crime bullseye. It exists in more forms and formats than ever before, it is exceedingly
valuable on the dark market, and the health care industry, as a whole, is newer to data
protection than the commercial and financial sectors. It is no surprise that cybercrim-
inals are capitalizing on this ‘‘perfect storm,’’ sharpening their tools and sharing
successful tactics amongst themselves.

Further, the consequences of data privacy and security incidents can be profound.
The business itself suffers financial and reputational loss when it must announce and
remediate a breach. Its customers – including patients and health plan beneficiaries –
face the potential for identity theft and its attendant monetary and reputational
consequences. They may also be the victims of medical identity theft, which brings
a unique set of troubles including the potential for physical harm resulting from a
mixed medical record, and a fear of sharing vital yet sensitive medical information with
a provider in which they have lost data protection confidence.

There are several important sources of guidance on HIPAA compliance best
practices. The first place to start is a careful reading of the HIPAA Privacy Rule,
Security Rule, and Breach Notification Rule themselves. Other resources include

* Kimberly C. Metzger is a partner in the Litigation and Intellectual Property Group at Ice Miller LLP.
She focuses her practice on data security and privacy, and drug and device litigation. Ms. Metzger, who
may be contacted at kimberly.metzger@icemiller.com, is a Certified Information Privacy Professional
(CIPP/US) and Certified Information Privacy Manager (CIPM) through the IAPP.

189



the recently-released OCR crosswalk1 between the HIPAA Security Rule and the
National Institute of Standards and Technology (‘‘NIST’’) Cybersecurity Framework.2

This tool helps regulated entities bolster their Security Rule posture by ‘‘mapping’’
Security Rule standards and implementation specifications to relevant provisions of the
NIST Framework and other commonly-used security frameworks. NIST guidance
documents, such as the Guide for Conducting Risk Assessments3 can also help CEs
and BAs assess their security posture. But perhaps the most useful guidance comes
from OCR itself. OCR’s enforcement history offers valuable insight to CEs and BAs
seeking additional guidance on compliance best practices.

In February 2016, OCR announced that an Administrative Law Judge (‘‘ALJ’’) granted
summary judgment for OCR and affirmed a civil money penalty (‘‘CMP’’) against a
covered entity. This is only the second time in its history that OCR sought CMPs for
HIPAA Rule violations, and each time judicial review upheld the CMP. This most recent
case advanced a common theme in OCR enforcement: the importance of safeguarding
protected health information (‘‘PHI’’) taken offsite. While CMPs have been infrequent to
date, OCR has other compliance tools available, including resolution agreements and
corrective action plans (‘‘RA/CAP’’). OCR’s complaint resolution process, and CMPs
and RA/CAPs in particular, provide valuable lessons to CEs and BAs on compliance
issues of particular importance to OCR: both what to do, and what to avoid.

OCR COMPLAINT RESOLUTION

If a privacy, security, or breach notification complaint is one against which OCR
can take action,4 OCR may intervene early and resolve the complaint informally,
without investigation, by providing technical assistance to the CE or BA. If the
agency does investigate and discovers a less serious violation, it may still resolve the
complaint by providing technical assistance. One former OCR attorney estimates that

1 http://www.hhs.gov/hipaa/for-professionals/security/nist-security-hipaa-crosswalk/index.html.
2 NIST is a non-regulatory federal agency within the U.S. Department of Commerce that works,

among other things, to advance state-of-the-art IT in areas such as cybersecurity. In February 2013,
President Obama charged NIST to collaborate with the private sector and develop a framework for
reducing cyber-risks to critical infrastructure across industries. After a year-long, open process involving
public and private organizations, NIST released the NIST Framework in February 2014.

3 SP 800-30 r. 1; http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf.
4 During intake and review of a complaint, OCR must first determine that is one against which OCR

can take action. OCR can only take action against complaints that (1) arose after the compliance date for
the Privacy Rule (April 14, 2003) or Security Rule (April 20, 2005); (2) are against a covered entity or
business associate; (3) allege an activity that, if true, violates the Privacy Rule or Security Rule; and (4) are
filed within 180 days of when the complainant knew or should have known of the alleged violation, unless
OCR waives this requirement for good cause. If the complaint does not meet all these criteria, it is
‘‘resolved’’ at intake and review, and OCR takes no further action. OCR may also resolve at intake if the
complaining party withdraws the complaint.
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OCR resolves as many as 99 percent of breach investigations without settlement
or financial penalty.5

For more serious issues, however, OCR may seek a RA/CAP or even CMPs. A
resolution agreement is a settlement agreement between HHS and a regulated entity.
Under the terms of a resolution agreement (the ‘‘RA’’), the CE or BA may agree to pay
a fine known as a ‘‘resolution amount’’ – which may be substantial – implement
corrective actions (the ‘‘CAP’’), and/or agree to a monitoring period during which
the CE or BA makes periodic reports to OCR of its compliance with the CAP.
However, if a complaint cannot be resolved informally through a RA/CAP, OCR
may issue a formal finding of violation and impose CMPs against the entity.

From the compliance date of the Privacy Rule (April 2003) until December 31,
2015, OCR has received more than 125,445 HIPAA complaints and has resolved 96
percent of them (119,964):

� In 73,288 cases (approximately 61 percent of resolved complaints), OCR deter-
mined the complaint did not present an eligible case for enforcement (see fn1).

� In 11,701 cases (approximately 10 percent of resolved complaints), OCR
intervened early and resolved the complaint by providing technical assistance,
without the need for investigation.

� In 10,928 cases (approximately nine percent of resolved complaints), OCR
investigated and determined no violation had occurred.

� In 24,047 cases (approximately 20 percent of resolved complaints), OCR
investigated and required changes in privacy practices by, or provided technical
assistance to, CEs and BAs. Corrective actions resulted in systemic changes
affecting all individuals served.
* In 31 cases, OCR settled with the entity in lieu of imposing a CMP.
* In 2 cases, OCR imposed CMPs.

According to OCR, the most-investigated compliance issues are, in order of frequency:

1. Impermissible uses and disclosures of PHI.
1. Lack of safeguards for PHI.
2. Lack of patient access to their PHI.
3. Lack of administrative safeguards for ePHI.
4. Use or disclosure of more than the ‘‘minimum necessary’’ PHI.6

5 Marianne Kolbasuk McGee, Will 2015 Be a Record Year for HIPAA Penalties? Healthcare Info
Security, http://www.healthcareinfosecurity.com/interviews/will-2016-be-record-year-for-hipaa-penalties-
i-3095?rf=2016-03-03-eh&mkt_tok=3RkMMJWWfF9wsRonv6vAdO%2FhmjTEU5z16O8lUKC0hIkz
2EFye%2BLIHETpodcMTcFnMbDYDBceEJhqyQJxPr3FKdENwM10RhPhDw%3D%3D, accessed
3/3/16 (quoting attorney Adam Greene).

6 HHS OCR website, accessed February 5, 2016: http://www.hhs.gov/hipaa/for-professionals/com-
pliance-enforcement/data/enforcement-highlights/index.html.
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Already in 2016, OCR has entered three RA/CAPs with covered entities, in addition
to having a CMP affirmed. This may signal a ramp-up in settlements versus informal
resolution – and the time may be right for the first enforcement against a BA (so far, all
RA/CAPs and CMPs have been against CEs).

LESSONS FROM CMPS AND RA/CAPS

With OCR’s Phase 2 audits looming, CEs and BAs can glean important lessons from
the CMPs and RA/CAPs to date. While regulated entities should attend to all aspects
of Privacy Rule, Security Rule, and Breach Notification Rule compliance, these civil
enforcement actions likely telegraph situations to which OCR will pay particular
attention when investigating complaints or conducting audits. Note that the terms
of the RA/CAPs specifically state that they are not admissions, concessions, or evidence
of any liability or wrongdoing.

To bolster HIPAA Rule compliance, CEs and BAs should consider these 23 lessons:

1. Prioritize top-to-bottom compliance;
2. If OCR investigates? Cooperate;
3. Access rights matter;
4. Perform an accurate, thorough, organization-wide Security Rule risk analysis;
5. Address vulnerabilities and risks identified in the risk analysis;
6. Safeguard PHI taken off-site;
7. Encrypt ePHI;
8. Account for unconventional ePHI repositories;
9. Protect paper;
10. Evaluate internet applications;
11. Support your software;
12. Watch IT updates;
13. Execute compliant Business Associate Agreements;
14. Joint arrangements might mean joint liability;
15. Privacy still counts;
16. Terminating employment? Terminate access;
17. Size doesn’t matter (much);
18. No exceptions for the C-suite;
19. Beef up breach notification;
20. Don’t snoop;
21. Public entities and government are not exempt;
22. Research institutions are accountable; and
23. Mind your marketing.
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In this first part of the article, Lessons 1-8 will be discussed. The remaining lessons
will be discussed in the second part of the article, which will appear in an upcoming
issue of Pratt’s Privacy & Cybersecurity Law Report.

LESSON 1: PRIORITIZE TOP-TO-BOTTOM COMPLIANCE

Reasonableness is a cornerstone of HIPAA compliance. For example, the Security
Rule requires that CEs and BAs protect against ‘‘reasonably anticipated’’ threats and
hazards to, and unpermitted uses and disclosures of, ePHI.7 Regulated entities there-
fore enjoy a degree of flexibility in their approach to Security Rule compliance, and
may use ‘‘any’’ security measures that allow them to ‘‘reasonably and appropriately
implement’’ the Security Rule requirements.8

Although CEs and BAs may take a flexible and reasonable approach to compliance,
they still must comply – and comply fully – with Privacy and Security Rule mandates.
They cannot pick and choose among requirements, and selective implementation is
fraught with enforcement peril.

Massachusetts Eye and Ear Infirmary and Massachusetts Eye and Ear Associates
Inc. – September 2012 (RA/CAP and $1.5M resolution amount)

OCR’s investigation followed notification by the CE reporting the theft of an unen-
crypted personal laptop containing ePHI of patients and research subjects. According to
OCR’s press release, these failures ‘‘continued over an extended period of time, demon-
strating a long-term, organizational disregard’’ for Security Rule requirements.

OCR’s investigation indicated the following conduct occurred:

� Failure to conduct a thorough analysis of risk to the confidentiality of ePHI on
an ongoing basis, as part of its security management process.9 Specifically, the
CE did not fully evaluate the likelihood and impact of potential risks to confi-
dentiality of ePHI maintained in and transmitted using portable devices,
implement appropriate security measures to address these potential risks, docu-
ment the chosen security measures and rationale for adopting them, and
maintain ongoing reasonable and appropriate security measures.

� Failure to maintain sufficient security measures to ensure, to a reasonable and
appropriate level, the confidentiality of ePHI created, maintained, and trans-
mitted using portable devices.10

� Failure to adequately adopt or implement policies and procedures to address
security incident identification, reporting, and response.11

7 45 CFR 164.306(a)(2) and (3).
8 45 CFR 164.306(b)(1).
9 45 CFR 164.308(a)(1)(i), (a)(1)(ii)(A).
10 45 CFR 164.308(a)(ii)(B).
11 45 CFR 164.308 (a)(6)(ii).
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� Failure to adequately adopt or implement policies and procedures to restrict
access to portable devices accessing ePHI to authorized users, or to provide the
CE with a reasonable means of knowing whether and what type of portable
devices were being used to access its network.12

� Failure to adequately adopt or implement policies and procedures governing
receipt and removal of portable devices into, out of, and within the facility.13

Specifically, the CE had no reasonable means of tracking non-CE owned
portable media devices containing ePHI.

� Failure to adequately adopt or implement technical policies and procedures to
allow access to ePHI via portable devices only by authorized persons or software
programs.14 Specifically, the CE did not implement an equivalent, reasonable,
and appropriate alternative to encryption that would have ensured confidenti-
ality, or document rationale supporting the decision not to encrypt.15

Former OCR Director Leon Rodriguez commented:

In an age when health information is stored and transported on portable devices such
as laptops, tablets, and mobile phones, special attention must be paid to safeguarding
the information held on these devices. . . . This enforcement action emphasizes that
compliance with the HIPAA Privacy and Security Rules must be prioritized by
management and implemented throughout an organization, from top to bottom.

LESSON 2: IF OCR INVESTIGATES? COOPERATE

LESSON 3: ACCESS RIGHTS MATTER

Under the Privacy Rule, CEs must allow individuals to access PHI about them in the
designated record sets16 the CE maintains.17 This includes allowing individuals to
inspect and copy PHI, and to direct the CE to transmit a copy to others. The
individual may exercise this right as long as the CE or its BA maintains the information
in the designated record set, regardless of when it was created, where it originated, or in
what form the CE or BA keeps it.

12 45 CFR 164.308(a)(3)(i).
13 45 CFR 164.310(d)(1).
14 45 CFR 164.312(a)(1).
15 45 CFR 16.312(a)(2)(iv).
16 A designated record set is a group of records maintained by or for the CE that is composed of: (1)

Medical records and billing records about individuals maintained by or for a covered health care provider;
(2) enrollment, payment, claims adjudication, and case or medical management record systems main-
tained by or for a health plan; or (3) other records that are used, in whole or in part, by or for the covered
entity to make decisions about the individual or others. 45 CFR 164.501.

17 45 CFR 164.524.
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OCR’s focus on access rights cannot be overstated. In January 2016, OCR released a
fact sheet18 to clarify individuals’ ‘‘core right’’ to access and obtain a copy of their health
information. Commenting on what it called an ‘‘important step’’ for access rights,
OCR emphasized: ‘‘Unfortunately, based on recent studies and our own enforcement
experience, far too often individuals face obstacles to accessing their health informa-
tion, even from entities required to comply with the HIPAA Privacy Rule. This must
change.’’

On what was this ‘‘experience’’ based? Non-compliance with access rights was one of
OCR’s top findings from the 2011/2012 pilot audit program, and will surely be an
area of focus in the upcoming second round of compliance audits. However, the
agency’s emphasis became apparent much earlier – with its first imposition of civil
money penalties.

OCR’s First CMP: Cignet Health – February 2011(CMP — $4.3M)

Cignet Health’s troubles began when it failed to provide access to 41 individuals
who had requested copies of their medical records. Most of these individuals lodged
complaints with OCR, and the agency launched an investigation. Cignet’s troubles
compounded when it failed to cooperate in any meaningful way with the investigation.
Specifically, Cignet did not respond to letters, telephone calls, a document production
subpoena, and a show cause order. Only after the court entered a default judgment
against Cignet did it summarily deliver 59 boxes of original medical records to the
attorney representing OCR – including records for approximately 4,500 individuals
for whom OCR made no request or demand, and for whom Cignet had no basis to
disclose PHI to OCR.

OCR notified Cignet of the preliminary indications of noncompliance, and offered
Cignet the opportunity to present evidence of mitigating factors, affirmative defenses,
or ‘‘good cause’’ for noncompliance. Cignet did not respond.

As a basis for imposing the CMP, OCR determined:

� The CE failed to provide 41 individuals timely access to obtain a copy of PHI
about them in the CE’s designated record sets.19 The CE’s failure to provide
each individual with access constituted a separate violation, and each day the
violation continued counted as a separate violation.

� The CE failed to cooperate with OCR’s investigation of 27 complaints
regarding the CE’s noncompliance.20 The failure to cooperate with each
complaint constituted a separate violation, and each day the violation continued
constituted a separate violation. Each violation was due to the CE’s ‘‘willful

18 http://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html.
19 45 CFR 164.524.
20 45 CFR 160.310(b).
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neglect of its obligation to comply.’’ ‘‘Willful neglect’’ means the ‘‘conscious,
intentional failure or reckless indifference to the obligation to comply with the
administrative simplification provision. . . . ’’21

OCR proposed a CMP of $4,351,600. The Notice of Proposed Determination
notified the CE of its right to request a hearing, and gave appropriate instructions.
The CE did not request a hearing within the 90-day period, and there was no settle-
ment of the matter. The CMP became final, without appeal rights.22

Commenting on OCR’s Notice of Final Determination, OCR Director Georgina
Verdugo admonished:

Covered entities and business associates must uphold their responsibility to
provide patients with access to their medical records, and adhere closely to all
of HIPAA’s requirements. . . . The U.S. Department of Health and Human
Services will continue to investigate and take action against those organizations
that knowingly disregard their obligations under these rules.

LESSON 4: PERFORM AN ACCURATE, THOROUGH, ORGANIZATION-
WIDE SECURITY RULE RISK ANALYSIS

As part of the required Administrative Safeguards for ePHI, the Security Rule
requires that CEs and BAs implement a security management process – policies and
procedures to prevent, detect, contain, and correct security violations. A required
implementation specification of the security management is a risk analysis, which is
‘‘an accurate and thorough assessment of potential risks and vulnerabilities to the
confidentiality, integrity, and availability of electronic protected health information
held by’’ the CE or BA.23

As with all Security Rule requirements, CEs and BAs can take a flexible approach to
risk analysis, considering – among other things – their size, complexity, and capabilities
as well as the probability and criticality of potential risks to ePHI.24 While the Security
Rule emphasis is always on what is ‘‘reasonable and appropriate’’ for a particular entity,
it is impossible to overstate the importance of the risk analysis as a foundational
element of the CE’s or BA’s security management process. OCR enforcement bears
this out.

The University of Washington Medicine – December 2015 (RA/CAP and
$750,000 resolution amount)

21 45 CFR 160.401.
22 45 CFR 160.422.
23 45 CFR 164.308(a)(ii)(A).
24 45 CFR 164.306(b).
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University of Washington Medicine (‘‘UWM’’) is an ‘‘affiliated covered entity’’
composed of the University of Washington’s designated health care components.
An affiliated covered entity is a group of legally separate CEs under common owner-
ship and control that have designated themselves a single CE for purposes of the
HIPAA Rules.25 ACEs must have policies and processes in place to ensure that each
component entity complies with the HIPAA Rules.

OCR began its investigation after receiving a breach report indicating that approxi-
mately 90,000 individuals’ ePHI was accessed after an employee downloaded an email
attachment containing malware. OCR’s investigation indicated that UWM failed to
conduct an accurate and thorough assessment of the potential risks and vulnerabilities
to the confidentiality, integrity, and availability of ePHI.26 Specifically, while the
ACE’s policies and procedures required risk analyses and Security Rule compliance
by each affiliated entity, it did not in fact ensure that each entity complied.

OCR Director Samuels commented:

All too often we see covered entities with a limited risk analysis that focuses on a
specific system such as the electronic medical record or that fails to provide appro-
priate oversight and accountability for all parts of the enterprise. . . . An effective risk
analysis is one that is comprehensive in scope and is conducted across the organiza-
tion to sufficiently address the risks and vulnerabilities to patient data.

Idaho State University – May 2013 (RA/CAP and $400,000 resolution amount)

OCR opened its investigation after the CE reported a breach of 17,500 patients’
ePHI due to the disabling of firewall protections at the CE’s servers. OCRs investiga-
tion indicated the following conduct occurred:

� Failure to conduct an analysis of the risk to the confidentiality of ePHI as part of
its security management process.27

� Failure to adequately implement security measures sufficient to reduce vulner-
abilities of and risks to ePHI to a reasonable and appropriate level.28

� Failure to adequately implement procedures to regularly review records of
information system activity to determine if ePHI was inappropriately used or
disclosed.29

Former OCR Director Rodriguez emphasized: ‘‘Risk analysis, ongoing risk manage-
ment, and routine information system reviews are the cornerstones of an effective

25 45 CFR 164.105(b)(1).
26 45 CFR 164.308(a)(1)(i).
27 45 CFR 164.308(a)(1)(ii)(A).
28 45 CFR 164.308(a)(1)(ii)(B).
29 45 CFR 164.312(b).
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HIPAA security compliance program. . . . Proper security measures and policies help
mitigate potential risk to patient information.’’

LESSON 5: ADDRESS VULNERABILITIES AND RISKS IDENTIFIED IN
THE SECURITY RULE RISK ANALYSIS

The Security Rule requires CEs and BAs to implement a security management process
in which it implements policies and procedures to ‘‘prevent, detect, contain, and
correct security violations.’’30 Risk analysis is the ‘‘detection’’ component, but the
process does not stop there. Another required piece of the security management
process is risk management: implementation of security measures ‘‘sufficient to
reduce risks and vulnerabilities to a reasonable and appropriate level. . . . ’’31

OCR does not intend security management to begin and end with the risk analysis.
Identifying vulnerabilities and risks is only half the battle. You also must do something
about them.

Concentra Health Services – April 2014 (RA/CAP and $1,725,220 resolution
amount)

OCR opened a compliance review of the CE after receiving a breach report that an
unencrypted laptop had been stolen from one of its facilities. According to HHS, the
CE had previously recognized in ‘‘multiple risk analyses’’ that lack of encryption for
devices containing ePHI was a critical risk. While the CE had taken steps to begin
encryption, OCR described its efforts as ‘‘incomplete and inconsistent over time
leaving patient PHI vulnerable throughout the organization.’’

OCR’s investigation indicated the following conduct occurred:

� Failure to adequately remediate and manage its identified lack of encryption or,
alternatively, document why encryption was not reasonable and appropriate
and implement an equivalent alternative measure to encryption, if reasonable
and appropriate.32

� Failure to sufficiently implement policies and procedures to detect, contain, and
correct security violations under the security management process standard.
Specifically, the CE did not adequately execute risk management measures to
reduce its identified lack of encryption to a reasonable and appropriate level.33

Commenting on this enforcement former OCR Deputy Director of Health Infor-
mation Privacy Susan McAndrew focused on the importance of encryption to mobile

30 45 CFR 164.308(a)(1)(i).
31 45 CFR 164.308(a)(1)(ii)(B).
32 45 CFR 164.312(a)(2)(iv).
33 45 CFR 164.308(a)(1)(i).
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device security. While this is certainly an important lesson and is discussed in detail
below regarding the contemporaneous QCA Health Plan, Inc. enforcement perhaps a
stronger message to take from Concentra is to avoid letting your Security Rule risk
analysis gather dust. The risk analysis should be an active, living document that guides
timely corrective action. Only then can it truly be part of a security management
process, as the Security Rule intends.

LESSON 6: SAFEGUARD PHI TAKEN OFF-SITE

CEs and BAs lose a measure of control over PHI once it leaves the entity’s premises.
According to a 2015 study of 949 million large breaches between 2010 and 2013, more
than half resulted from loss or theft of laptops, other portable media, and paper.34

Considering that these breaches affected alone affected more than 29 million records,
CEs and BAs are rightly concerned about the risks attendant to offsite use.

The Security Rule addresses the issue directly: as part of their physical safeguards for
ePHI, CEs and BAs must implement policies and procedures for device and media
control, including ‘‘receipt and removal of hardware and electronic media that contain
electronic protected health information into and out of a facility, and the movement of
these items within the facility.’’35 The Privacy Rule more generally requires appropriate
administrative, technical, and physical safeguards to protect the privacy of PHI,
including safeguarding PHI from unauthorized use or disclosure, whether intentional
or unintentional.36

OCR enforcement, including imposition of civil money penalties in one case, under-
scores the importance of analyzing the risks and vulnerabilities attendant to offsite use,
implementing policies and procedures to reduce those risks and vulnerabilities to an
acceptable level, and appropriately training workforce members.

OCR’s First Settlement: Providence Health & Services – July 2008 (RA/CAP and
$100,000 resolution amount)

On several occasions over a six-month period, backup tapes, optical disks, and
laptops containing unencrypted ePHI of more than 386,000 patients were removed
from the CE’s premises, left unattended, and subsequently lost or stolen. More than 30
patients filed complaints with OCR after the CE notified affected individuals under
State notification laws, and reported the incident to HHS. The Centers for Medicare
and Medicaid Services (‘‘CMS’’) and OCR jointly investigated.

Although OCR had to date resolved more than 6,700 Privacy Rule and Security
Rule complaints by requiring systemic changes to entities information control

34 Liu, V., Musen, MA, and Chou, T. Data Breaches of Protected Health Information in the United
States. JAMA 2015; 313(14): 1417-1473. Doi:10.1001/jama.2015.2252.

35 45 CFR 164.310(d)(1).
36 45 CFR 164.530(c)(2)(i).
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practices, on this occasion it chose to impose its first RA/CAP. Commenting on the
enforcement, then-OCR Director Winston Wilkinson stated: ‘‘We are committed to
effective enforcement of health information privacy and security protections for consu-
mers. Other covered entities that are not in compliance with the Privacy and Security
Rules may face similar action.’’

Massachusetts General Hospital – February 2011 (RA/CAP and $1M resolution
amount)

A later RA/CAP addressed off-site protections in the context of paper PHI. An
MGH employee left documents containing the PHI of 192 individuals – including
some with HIV/AIDS – on a subway while commuting to work. The documents were
never recovered.

Commenting on the RA/CAP, former OCR Director Georgina Verdugo admon-
ished the health care industry to take a ‘‘close look’’ at the agreement and recognize that
OCR is ‘‘serious’’ about HIPAA enforcement. To avoid enforcement penalties, covered
entities and business associates ‘‘must ensure they are always in compliance with the
HIPAA Privacy and Security Rules. . . . A robust compliance program includes
employee training, vigilant implementation of policies and procedures, regular internal
audits, and a prompt action plan to respond to incidents.’’

OCR’s Second-Ever CMP: Lincare, Inc. – February 2016 ($239,800 CMP)

OCR began investigating the health care provider after receiving a complaint that a
Lincare employee left behind documents containing 278 patients’ PHI after moving
residences. In its Notice of Proposed Determination, OCR determined that Lincare
was liable for the following Privacy Rule violations:

� Impermissible disclosure of PHI.37 While OCR determined that the employee
knew or should have known that she violated the Privacy Rule, did not act with
willful neglect.

� Failure to safeguard PHI.38 Again, OCR determined that the employee knew or
should have known that she violated the Privacy Rule, but did not act with
willful neglect.

� Inadequate policies and procedures.39 The CE implemented policies and proce-
dures allowing workforce members to remove PHI from the premises and
maintain it in vehicles overnight and for indefinite periods of time, without
specifying reasonable and appropriate administrative and/or physical safeguards
for workforce members to follow to protect PHI from disclosure. OCR deter-
mined that the CE knew or should have known of the violations, but did not act
with willful neglect.

37 45 CFR 164.502(a).
38 45 CFR 164.530(c).
39 45 CFR 164.530(i)(1).
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OCR proposed a CMP of $239,800.

The HIPAA Enforcement Rule allows the subject of a CMP to request a hearing on
the proposed penalty before an administrative law judge.40 As with other civil matters, the
ALJ may rule by order after motion.41 In this case, the ALJ granted OCR’s motion for
summary judgment, and sustained the proposed CMP. The CE had argued to OCR,
and before the ALJ, that it should not be liable for HIPAA violations because the
complainant – the employee’s estranged spouse – ‘‘stole’’ the information. Both OCR
and the ALJ rejected this ‘‘defense,’’ with the ALJ noting it actually presented the more
damaging scenario of the employee leaving PHI accessible to a purportedly untrustworthy
individual and then, ‘‘without giving a thought to security,’’ abandoning them entirely.

The ALJ also determined that the CE, even after learning of the breach, took no steps
to prevent further disclosure. Indeed, ‘‘managers did not seem to recognize that they had
a significant problem protecting PHI that was removed from the office.’’ For instance,
when asked whether the CE considered revising its policies to include guidelines for
safeguarding PHI taken offsite, the CE’s corporate compliance officer replied that the CE
‘‘considered putting a policy together that said thou shalt not let anybody steal your
protected health information.’’ The ALJ did not consider this a ‘‘serious response.’’

Several other ALJ findings bear consideration:

� The ALJ rejected an argument that it satisfied HIPAA’s policy and procedure
requirement because its workforce members were well-trained. However, the
ALJ noted ‘‘even if this training were flawless (and no evidence suggests it was
even adequate), staff training does not compensate for missing policies.’’

� The CE had no policies – written or otherwise – to monitor documents taken
offsite and ensure their return. PHI ‘‘could be missing for indefinite periods
without the company’s knowledge. . . . ’’

� The CE offered ‘‘no real evidence’’ of its training curriculum. Rather, it relied on
‘‘selected quotes from company employees describing their training’’ that were
‘‘far from comprehensive.’’

In addressing the CMP, Director Jocelyn Samuels emphasized:

While OCR prefers to resolve issues through voluntary compliance, this case
shows that we will take the steps necessary, including litigation, to obtain
adequate remedies for violations of the HIPAA Rules. . . . The decision in this
case validates the findings of our investigation. Under the ALJ’s ruling, all covered
entities, including home health providers, must ensure that, if their workforce
members take protected health information offsite, they have adequate policies
and procedures that provide for the reasonable and appropriate safeguarding of
that PHI, whether in paper or electronic form.

40 45 CFR 160.420(b).
41 45 CFR 160.528(a).
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LESSON 7: ENCRYPT ePHI

Encryption is an important concept in both the Breach Notification Rule and the
Security Rule. The BNR required CEs to notify individuals, HHS, and sometimes the
media, of breaches of ‘‘unsecured protected health information.’’42 ‘‘Unsecured
protected health information’’ is PHI that is not rendered ‘‘unusable, unreadable, or
indecipherable to unauthorized persons’’ through methods authorized by HHS.43

HHS guidance issued in 200944 states that ePHI has been rendered unusable,
unreadable, or indecipherable if it has been encrypted by use of an ‘‘algorithmic
process to transform data into a form in which there is a low probability of assigning
meaning without use of a confidential process or key, and the confidential process or
key that might enable decryption has not been breached.’’ The guidance specifies
certain encryption processes for ePHI at rest and in motion that NIST has tested
and judged to meet appropriate Security Rule standards.

The Security Rule’s ‘‘transmission security’’ technical safeguard standard requires
CEs and BAs to implement technical security measures to guard against unauthorized
access to ePHI transmitted over an electronic communications network.45 ‘‘Encryp-
tion’’ is an addressable implementation specification requiring CEs and BAs to
implement a mechanism to encrypt ePHI ‘‘whenever deemed appropriate.’’46

So, when is it appropriate to encrypt ePHI at rest and in motion? The answer may be
‘‘always,’’ particularly in the context of mobile device security.

QCA Health Plan, Inc. – April 2014 (RA/CAP and $250,000 resolution amount)

OCR received a breach notice from QCA reporting that an unencrypted laptop
containing 148 individuals’ ePHI had been stolen from a workforce member’s car.
According to OCR, while QCA encrypted devices after it discovered the breach, it had
failed to comply with ‘‘multiple requirements’’ of the Privacy and Security Rules.

OCR’s investigation indicated the following conduct occurred:

� Failure to implement policies and procedures to prevent, detect, contain, and
correct security violations, including conducting a Security Rule risk analysis,

42 45 CFR 164.404(a) (individuals); 164.406(a) (media); 164.408(a) (HHS).
43 45 CFR 164.402.
44 74 Fed. Reg. 162 (August 24, 2009).
45 45 CFR 164.312(e)(1).
46 45 CFR 164.312(e)(2)(ii); ‘‘Addressable’’ does not mean ‘‘optional.’’ When a standard includes

addressable implementation specifications, the CE or BA must (1) implement the implementation speci-
fication of reasonable and appropriate, or (2) document why implementation is not reasonable and
appropriate, and implement an equivalent alternative measure if reasonable and appropriate. 45 CFR
164.306(d)(3).

202

PRATT’S PRIVACY & CYBERSECURITY LAW REPORT



and implementing security measures sufficient to reduce vulnerabilities of and
risks to ePHI to a reasonable and appropriate level.47

� Failure to implement physical safeguards for all workstations that access ePHI
to restrict access to authorized users.

� Impermissible disclosure of 148 individuals’ ePHI.

Commenting on the QCA enforcement (and Concentra) enforcements, former
OCR Deputy Director of Health Information Privacy McAndrew emphasized:

Covered entities and business associates must understand that mobile device
security is their obligation. . . . Our message to these organizations is simple:
encryption is your best defense against these incidents.

LESSON 8: ACCOUNT FOR UNCONVENTIONAL ePHI REPOSITORIES

OCR provides little direct guidance on conducting the required Security Rule risk
analysis, apart from the requirements that it be ‘‘accurate and thorough,’’ and the caveat
that it may be flexible to accommodate the CE’s or BA’s specific circumstances, so long
as it is reasonable and appropriate for the entity.48 However, the purpose of the risk
analysis – like all Security Rule standards and implementation specifications – is to
enable CEs and BAs to carry out their mission of ensuring the confidentiality, integrity,
and availability of ‘‘all’’ ePHI the entity creates, receives, maintains, or transmits –
wherever it is located.49

An important first step in conducting an appropriate risk analysis is to map the
location of ePHI and its flows into, within, and out of the entity. This involves
considering ‘‘unconventional’’ repositories of ePHI.

Lahey Hospital and Medical Center – November 2015 (RA/CAP and $850,000
resolution amount)

OCR’s investigation after a laptop containing 599 individuals’ PHI was stolen from
an unlocked treatment room at the hospital. The laptop, located on a stand accom-
panying a portable CT scanner, operated the scanner and produced images for viewing.
OCR’s investigation indicated the following conduct occurred:

� Failure to conduct an accurate and thorough risk analysis as part of the CE’s
security management process.50

� Failure to implement reasonable and appropriate physical safeguards restricting
access to the workstation to authorized users.51

47 45 CFR 164.306.
48 45 CFR 164.308(a)(ii)(A) and 306(b).
49 45 CFR 164.306(a)(1).
50 45 CFR 164.308(a)(1)(ii)(A).
51 45 CFR 164.310(c).
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� Failure to implement policies and procedures governing the receipt and removal
of hardware and electronic media containing ePHI into and out of the facility,
and their movement within the facility.52

� Failure to assign a unique user name for identifying and tracking user identity
for the laptop.53

� Failure to implement a mechanism to record and examine activity on the laptop.54

� Impermissible disclosure of ePHI in violation of the Privacy Rule.55

OCR Director Samuels emphasized regarding the Lahey RA/CAP:

It is essential that covered entities apply appropriate protections to workstations
associated with medical devices such as diagnostic or laboratory equipment. . . .
Because these workstations often contain ePHI and are highly portable, such
ePHI must be considered during an entity’s risk analysis, and entities must
ensure that necessary safeguards that conform to HIPAA’s standards are in place.

Accounting for unconventional PHI repositories is also an important part of the
disposal process. The Security Rule requires CEs and BAs to implement policies and
procedures addressing the final disposition of ePHI and/or the hardware or electronic
media on which it is stored, as well as procedures for removing PHI from electronic
media before the media are made available for re-use.56 Failure to implement reason-
able safeguards to protect PHI in connection with disposal could result in
impermissible disclosures.

The disposal rules make intuitive sense for ‘‘obvious’’ ePHI repositories such as
computers and flash drives – one might readily think of wiping or sanitizing the
devices before disposing of or reusing them. But photocopiers?

As more and more of the things we use become smarter and higher-tech, even old
office standbys like the photocopier look and act nothing like we remember from back
when. Far from just passively regurgitating, modern copiers can receive, transmit,
process, and store electronic data, without regard for subject matter or sensitivity. A
CE that leased and returned photocopiers learned a hard lesson about where ePHI can
hide, and how important it is to conduct a comprehensive Security Rule risk analysis.

Affinity Health Plan, Inc. – August 2013 (RA/CAP and $1,215,780 resolution
amount)

As part of an investigatory report, a national news station purchased a photocopier
that the CE had previously leased – and then notified Affinity that the copier’s hard

52 45 CFR 164.310(d)(1).
53 45 CFR 164.312(a)(2)(i).
54 45 CFR 164.312(b).
55 45 CFR 164.502(a).
56 45 CFR 164.310(d)(2)(i) and (ii).
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drive contained confidential medical information. Affinity estimated that the breach
affected as many as 344,579 individuals. OCR’s subsequent investigation indicated
that the following conduct occurred:

� Impermissible disclosure of ePHI as a result of failure to properly erase photo-
copier hard drives before returning them to the lessee.

� Failure to assess and identify the potential vulnerabilities of and risks to ePHI
stored in the photocopier hard drives.

� Failure to implement the CE’s policies for disposal of ePHI on the photocopier
hard drives.

Former OCR Director Rodriguez commented:

This settlement illustrates an important reminder about equipment designed to
retain electronic information: Make sure that all personal information is wiped from
hardware before it’s recycled, thrown away or sent back to a leasing agent. . . .
HIPAA covered entities are required to undertake a careful risk analysis to
understand the threats and vulnerabilities to individuals’ data, and have appropriate
safeguards in place to protect this information.

***

The remaining lessons will be discussed in the second part of this article, which will
appear in an upcoming issue of Pratt’s Privacy & Cybersecurity Law Report.
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