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Ice on Fire

Ensure that you don’t go from investigator to
investigated
Categories of law:
• Stalking, online harassment & cyberstalking
• Wiretapping and recorded calls
• Privacy rights violations
• Trespassing
• GPS & vehicle tracking

Ice on Fire

Title 18, United States Code, Chapter 110A
•

Key: interstate or foreign commerce

•

Prohibits traveling or use of the mail, interactive
computer sources, or electronic communication
services to
•

Engage in conduct that puts a person in reasonable fear of
death or serious bodily injury; or

•

Causes substantial emotional distress

Person: includes an individual, their immediate family members, and
their spouse or intimate partner
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Title 18, United States Code, Chapter 110A
•

Intent requirement: intent to kill, injure, harass,
intimidate, or place someone under surveillance
with the same intent

•

Punishment: depends on the harm caused
•

Low end = up to five years in prison

•

Death of the victim = life in prison

•

Caveat: activity was in violation of court process
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Communications Decency Act, 47 U.S.C. § 223(a)
•

Key: Interstate or foreign commerce or in DC

•

Prohibits:
•
•
•

•

Making telephone calls (regardless of whether a conversation
occurs) w/o disclosing identity with the intent to abuse, threaten, or
harass;
Causing someone else’s phone to continuously ring with the intent
to harass;
Making repeated calls and having conversations solely for purposes
of harassment

Can also be in trouble for permitting someone else to use a phone
under your control for any of the prohibited purposes
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•

Criminal Stalking, I.C. § 35-45-10-5
•

•

Generally, Level 6 felony

Cyberstalking, I.C. § 35-45-2-2
•

Class B misdemeanor
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•

•

Key points:
•

Intent is important

•

Each case is unique (DV case v. business dispute)

•

Pay attention to context clues

Cautionary Tale: United States v. Conlan*
•

Def. stalked TV reporter – emails, texts, social media, face to face
meetings

•

“Harass” and “intimidate” were not vague words – again, context
clues!

* 786 F.3d 380 (5th Cir. 2015)
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Electronic Communications Privacy Act:
•

Wiretap Act, 18 U.S.C. § 2511

•

Stored Communications Act, 18 U.S.C. § 2701

•

Pen Register Act, 18 U.S.C. § 3121
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•

•

Wiretap Act prohibits:
•

Intentionally intercepting or endeavoring to intercept wire, oral or
electronic communications by using an electronic, mechanical or other
device

•

Intentional disclosure, use or endeavoring to disclose the contents of
the communication to any person knowing or having reason to know
that the information was obtained through interception

•

Possessing, distributing, manufacturing or advertising wire, oral, or
electronic communication intercepting devices whose primary use is
the surreptitious interception of communications

Penalties under Wiretap Act: prison, fine, injunctive
relief, damages
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Remember!!!
When wire or oral communications have been
intercepted in violation of the Wiretap Act, neither the
intercepted communication(s) nor any evidence
derived therefrom may be received in evidence at any
eventual trial, hearing, or other proceeding. 18 U.S.C.
§ 2515.
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Stored Communications Act:
•

Prohibits intentionally accessing or otherwise exceeding one’s authorization to
access a facility in which an electronic communication service is provided and
thereby obtain, alter, or prevent authorized access to a wire or electronic
communication while it is in electronic storage.

•

Penalty depends on motivation to commit violation
•

To gain commercial advantage – up to 5 years for first offense; up to 10 years
for any subsequent offense

•

Any other purpose – up to one year for first offense; up to 5 years for any
subsequent offense

Pen Register Act:
•

Prohibits the installation or use of a pen register or a trap and trace device
without first obtaining a court order under 18 U.S.C. § 3123 or under the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. § 1801 et seq).
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•

What it does:
•

•

Provides a civil cause of action for anyone “whose communications
are intercepted, disclosed, or used in violation of this article.” I.C.
35-33.5-5-4.

Penalties:
•

Victim is entitled to recover the greater of the following: “(i) actual
damages; (ii) liquidated damages computed at a rate of one
hundred dollars ($100) each day for each day of violation; or (iii)
one thousand dollars ($1,000).” I.C. 35-33.5-5-4(a)(2)(A).

•

Victim may also seek to recover court costs, punitive damages and
reasonable attorney’s fees. I.C. 35-33.5-5-4-(a)(2)(B)-(D).
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•

Be aware of applicable state laws governing consent

•

12 states & DC: consent required from all parties to a
recorded call

•

Indiana and remaining states: one party consent

So…before you record, make sure you know the state in which
all participants are located.
Also…how do cell phones intersect with consent
requirements?
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•

•

Preliminary Questions:
•

What expectation does a person have?

•

Party v. Non-Party…does it matter?

Criminal Law Considerations: I.C. § 35-46-1-15.1
•

Makes it a Class A misdemeanor to knowingly or intentionally
violate certain enumerated court orders, including:
•

DV or other protective order

•

Workplace violence restraining order

•

No contact order
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Civil Suit for Invasion of Privacy – 4 forms in Indiana
•

Public disclosure of private facts

•

Intrusion

•

Appropriation of another’s name or likeness

•

False light in the public eye
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•

•

Public Disclosure of Private Facts:
•

Private information was publicly divulged;

•

To persons who had no legitimate interest in the information;

•

In a manner that was coercive and oppressive; and

•

Such information would be highly offensive and objectionable to a
reasonable person of ordinary sensibilities.*

Intrusion:
•

Plaintiff must show an intrusion upon the plaintiff's physical solitude or
seclusion, as by invading his home or other quarters.

•

The intrusion must be something which would be offensive or
objectionable to a reasonable person.*

* Ledbetter v. Ross, 725 N.E.2d 120 (Ind. Ct. App. 2000).
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•

Appropriation of another’s name or likeness
•

•

This tort exists where the defendant appropriates the plaintiff's name or
likeness for the defendant's benefit or advantage.

False light in the public eye*
•

Similar to defamation, but reaches different interests (injury to reputation v.
injuries to emotions and mental suffering)

•

Restatement: One who gives publicity to a matter concerning another that
places the other before the public in a false light is subject to liability to the
other for invasion of his privacy, if
•

(a) the false light in which the other was placed would be highly offensive to a
reasonable person, and

•

(b) the actor had knowledge of or acted in reckless disregard as to the falsity of
the publicized matter and the false light in which the other would be placed.

Branham v. Celadon Trucking Services, Inc., 744 N.E.2d 514 (Ind. Ct. App. 2001).
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•
•
•

Intentional Infliction of Emotional Distress
HIPAA
Privacy concerns can arise in unexpected
situations:
•

Riley v. California, 134 S.Ct. 2473 (2014): held that a warrant was
required to search a defendant’s cell phone. The Court noted that
more substantial privacy interests are at stake when digital data is
involved, especially given the volume of data often stored on cell
phones and the length of time for which that data is retained.

•

Interconnected devices? Other new, emerging areas that implicate
privacy
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Criminal Trespass, I.C. 35-43-2-2:
•

•

Criminalizes a number of acts, including individuals who:
•

not having a contractual interest in the property, knowingly or intentionally
enters the real property of another person after having been denied entry by
the other person or that person's agent;

•

not having a contractual interest in the property, knowingly or intentionally
refuses to leave the real property of another person after having been asked to
leave by the other person or that person's agent;

•

accompanies another person in a vehicle, with knowledge that the other person
knowingly or intentionally is exerting unauthorized control over the vehicle; or

•

knowingly or intentionally interferes with the possession or use of the property
of another person without the person's consent

Generally a Class A misdemeanor but can be elevated to Level 6 felony
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Civil Trespass: person is subject to liability to another for
trespass, irrespective of whether he/she causes harm to any
legally protected interest of the other, if he/she intentionally
(a) enters land in the possession of the other, or causes a thing or a third
person to do so, or
(b) remains on the land, or
(c) fails to remove from the land a thing which he is under a duty to
remove.*

2 Restatement, Second, Torts § 158 (1965).
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•

A rapidly evolving area of the law
•

•

Warrant required to track a vehicle, even on public streets
•

Key case: United States v. Jones, 565 U.S. 400 (2012)

•

Pending: Whorley v. McGrotty, Marion County Superior Court

Issues typically arise in law enforcement context
•

Wertz v. State, 41 N.E.3d 276 (Ind. Ct. App. 2015): GPS device did
not constitute a “container” under the automobile exception to the
4th Amendment; warrantless search was therefore improper
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•

•

Facts:
•

Attempting to locate a vehicle for repossession

•

Driver’s home is on large lot and the parking area is
not visible from the road

•

You just spent $2,000 on your brand new drone

Questions:
•

Can you fly the drone over the property to confirm that
the vehicle is there?

•

What about following the vehicle with the drone when
it leaves the property?

Senate Bill 299 effective July 1, 2017
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• Senate Bill 299
•

•

Key provisions:
•

•

Became effective July 1, 2017
Creates several new Class A misdemeanors including:
•

Remote aerial voyeurism

•

Remote aerial harassment

Also:
•

Not a defense to a prosecution for invasion of privacy
that defendant used or operated an unmanned aerial
vehicle in committing the violation
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•

Facts:
•

Investigators conduct surveillance on several targets

•

GPS trackers placed on two cars

•

Owners of cars become suspicious, take cars for
inspection, trackers found
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•

•
•
•

Investigators sued individually for trespass, stalking, and
intimidation
Poorman Investigations, LLC also listed as defendant
Plaintiffs seeking injunctive relief (restraining order), damages, and
attorney’s fees
Defendants filed counterclaim for malicious prosecution

John F. Whorley, et al. v. Michelle McGrotty, et al., Case No. 49D11-1605-PL-017018 (Marion County Superior Court)
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Sanctions under Ind. Code § 25-30-1-18:
The professional licensing board may impose sanctions against a licensee under
I.C. § 25-1-11 if the board determines that the licensee has done any of the
following:
(1) Forcibly and without the consent of the person in lawful possession,
entered a building or portion of a building.
(2) Impersonated, permitted an employee to impersonate, or aided and
abetted an employee in impersonating:
(A) a law enforcement officer;
(B) an employee of the United States government;
(C) an employee of the state; or
(D) an employee of a political subdivision of the state.
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•

Do NOT:
•
•
•
•
•
•
•
•

•

Stalk witnesses, defendants, or anyone else
Call repeatedly and hang up
Call repeatedly to harass someone
Record telephone calls without taking proper precautions
Invade someone’s privacy
Invade someone’s property
Track someone’s vehicle
Impersonate law enforcement or other government employees

DO:
•
•
•

Be creative
Use all of your resources
Be brave enough to take your investigation out of the box
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