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By Stephen E. Reynolds and Tiffany S. Kim

Not to Fear, the Feds Are Here:
Preserving Attorney–Client Privilege
in Data Breach Response

Legal ethics play a vital role in
data breach response.
Generally, given the complexity
of cyberattack investigations
with business, regulatory, law enforcement, and litigation components, lawyers
are presented with unique challenges in
preserving confidentially and potentially,
attorney–client privilege. In many cases,

disclosing privileged communications to
anyone outside the company waives attorney–client privilege, unless the disclosure
was to a third party retained to help provide legal advice. See In re United Shore Fin.
Servs., LLC, No. 17-2290, 2018 WL 2283893,
at *1 (6th Cir. Jan. 3, 2018) (holding that
attorney–client privilege can be implicitly waived where the company disclosed
the conclusion of a cyber forensic report in
answering an interrogatory). As it relates to
work-product protection, courts typically
find that a company’s disclosure to third

parties waives work-product protection if
the information is disclosed to adversaries or third parties that could potentially
share the work product with adversaries.
To avoid waiving privilege, companies have
implemented strategies such as retaining
outside counsel, having outside counsel
engage third-party cyber forensic firms to
assist counsel in providing legal advice to
the organization, and establishing two separate investigations—an internal breach
investigation that is not privileged and an
external breach investigation that is at the
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direction of outside counsel and protected
by attorney–client privilege.
However, fearful of waiving privilege,
companies have been reluctant to involve
law enforcement, even though there are
several advantages to investigatory collaboration. In an effort to bridge this collaboration gap, Congress enacted the
Cybersecurity Information Sharing Act of
2015 (CISA), and the Critical Information
Act of 2002. 6 U.S.C. §§1501–1510; 6 U.S.C.
§§131–134. Both measures seek to ensure
that privilege is not compromised by sharing information with government agencies.
However, the laws do not create privilege;
they merely protect it. Companies must
therefore ensure that privilege exists in the
first place.
Strategies to Preserve Privilege
One means of preserving privilege that
companies may wish to use is to keep legal
and business functions separate during
cyber investigations. Establishing a division between legal and business functions
may be accomplished by implementing the
following strategies:
Retain outside counsel at the outset of a
data breach to lead the investigation and to
advise about the legal ramifications of the
data breach.
Maintain legal and business segregation by having outside counsel engage third
parties, which will enable those counsel to
focus on providing legal advice to the company, including legal advice in anticipation
of litigation and regulatory inquiries.
Assess the need to develop a dualtrack investigation structure.
Retaining outside counsel to lead the
investigation enhances the protection of
privilege by clearly distinguishing a legal
purpose, compared to in-house counsel,
who often serve in dual roles of advising
the corporation on both business and legal
issues. Without a clear designation delineating who is providing legal advice, as
opposed to non-legal business advice, companies may face greater difficulty showing
that in-house counsel communications
deserve privilege protection. Retaining
outside counsel further supports the workproduct protection argument that documents were produced in anticipation of

litigation, rather than in ordinary business
matters. See In re Experian Data Breach
Litigation, Case No. 8:15-cv-01592, 2017
WL 4325583, at *1 (C.D. Cal. May 18, 2017)
(denying a motion to compel production of
documents related to an investigation conducted by a third-party cyber forensic consultant, because Experian’s outside counsel
retained the cyber forensic consultant to
assist counsel in providing legal advice
to Experian); Genesco v. Visa, 302 F.R.D.
168, 181 (M.D. Tenn. 2014) (finding that
the reports produced by the cybersecurity
firm were protected under attorney–client
privilege and work-product doctrine where
the communications were between counsel
and the cybersecurity firm and the retainer
agreement indicated that the investigation
and resulting reports would be prepared in
anticipation of litigation).
In contrast, if the breached company
engages a third-party cyber forensic company to investigate before outside counsel
is involved, courts may not afford privilege
protections to the investigation reports. For
example, when a company engaged a thirdparty consultant to conduct an assessment
of the data management system and found
malware, then retained outside counsel
and amended the consultant’s statement
of work by stipulating that all future work
be supervised by counsel, the court found
that the documents prepared by the consultant were not protected. In re Premera Blue
Cross Customer Data Security Breach Litigation, 296 F. Supp. 3d 1230, 1245–46 (D. Or.
2017). Although the stipulation was added
to the statement of work, the scope of work
remained the same, which hindered the
company’s attempt to preserve privilege.
Ultimately, the court was unconvinced that
the consultant’s documents were created in
anticipation of litigation. Id.
Courts consider the separation of legal
and business functions a critical factor
when assessing the extension of attorney–
client privilege and work-product protection. At the outset of a massive data
breach, for instance, Target’s in-house
counsel retained outside counsel to obtain
legal advice about the breach and its possible legal ramifications. In re Target Corp.
Customer Data Security Breach Litigation,
MDL No. 14–2522, 2015 WL 6777384, at
*1 (D. Minn. Oct. 23, 2015). Shortly after

the data breach became public knowledge,
several class action lawsuits were filed
against the retailer. Subsequently, Target
established a “Data Breach Task Force” to
coordinate efforts of Target’s in-house and
outside counsel and lead the investigation.
The task force engaged Verizon to conduct
the forensic investigation.
Target raised claims of attorney–client
privilege and work-product protection for
communications pertaining to the Data
Breach Task Force and Verizon. The plaintiffs asserted that such communications
were not protected because Target would
have investigated and remediated the data
breach regardless of any litigation; as a result, the communications, the plaintiffs argued, should not be considered privileged
but as falling within the ordinary course of
business. Id. After the court conducted an
in-camera review, the plaintiffs’ motion to
compel was denied in part as it pertained to
the data breach investigation communications. Id. The Data Breach Task Force communications were protected primarily due
to three essential elements of Target’s strategy. First, Target established a separate task
force to address the legal implications, which
consisted of in-house and outside counsel.
Second, outside counsel engaged Verizon to
conduct a completely separate investigation.
Third, the Data Breach Task Force was not
involved in an ordinary course of business
investigation of the data breach.
Another strategy to lower risks of waiving privilege is to establish a dual-track
investigation structure. Target retained
Verizon to conduct a two-track investigation consisting of an external and internal
investigation. The external investigation
team was engaged by the Data Breach Task
Force outside counsel to “enable counsel to
provide legal advice to Target, including
legal advice in anticipation of ligation and
regulatory inquires.” Id. (quoting Target’s
Letter Br. 4 (quoting Doc. No. 603, Decl.
of Miriam Wugmeister, Esq. ¶ 11)). Contrarily, the internal investigation team
remained separate from the Data Breach
Task Force and conducted an investigation on behalf of several financial payment
card brands.
In determining the separation of business and legal functions, courts may consider the purpose of each investigation.
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The purpose of the Verizon investigation
conducted on behalf of the credit card
companies was to learn the attack vector and remediate vulnerabilities—which
the court found was within the ordinary
course of business, and therefore, it was
non-privileged. Contrarily, the investigation conducted on behalf of the Data
Breach Task Force was for the sole purpose of educating counsel with the necessary facts of the breach to provide Target
legal advice.
Law Enforcement Collaboration
Similar to outside counsel engaging
cyber forensic companies, involving law
enforcement in a breach response does not
automatically waive privilege. Various government agencies can provide response
recommendations, analytical and strategic insight, and a wealth of resources, all of
which may prove to be advantageous after
a cyberattack. For instance, to the extent
that money has been fraudulently acquired,
involving law enforcement will increase the
probability of actually recovering the stolen assets. In recognizing that information
sharing is crucial to furthering cybersecurity for the nation, Congress enacted protections for privileged communications,
including CISA, which specifically targets
cybersecurity information sharing, and the
Critical Information Act of 2002, which
focuses on critical infrastructure sectors.
CISA protects against the waiver of privilege that otherwise might attach to certain government disclosure. Enabling the
breached entity to share information, such
as cyberthreat indicators and defensive
measures, with the federal government
without compromising privilege can add
value to a company’s response capabilities. Furthermore, shared information is
exempt from Freedom of Information Act
(FOIA) or equivalent state, tribal, or local
laws requiring disclosure of information. 6
U.S.C. §1504(d)(3).
Additionally, if a company falls within
a critical infrastructure sector under Presidential Policy Directive 21 on Critical Infrastructure Security and Resilience, PPD-21
(2013), the law further protects privilege
to promote information sharing. The Protected Critical Infrastructure Information
Program in the Critical Infrastructure In-
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formation Act of 2002 protects private-sector information that is voluntarily shared
with the government to enhance public and
private partnerships. 6 U.S.C. §§131, 133.
Mirroring the CISA protections, sharing
protected critical infrastructure information with the government “does not constitute a waiver of any applicable privilege or
protection provided under law, such as trade
secret protection.” 6 U.S.C. §133. Moreover,
protected critical infrastructure information is protected from disclosure through a
FOIA request or through a request under a
similar state, local, tribal, or territorial disclosure law, for civil litigation, and for regulatory purposes.
Conclusion
Attorney–client privilege and work-product protection, as well as involving law
enforcement, certainly offer benefits to
responding to a data breach. Companies
should consider reducing the risk of waiving privilege by establishing a separation
between business and legal functions. Consider the following three strategies:
1. retain outside counsel in the event of a
security incident;
2. have outside counsel engage and oversee third parties; and
3. develop a dual-track investigation, if
necessary.
As long as privilege is preserved in the
first place, involving law enforcement and
sharing information with government
agencies will not automatically waive privilege. Existing privilege is a protection
under CISA and the Critical Infrastructure Information Act of 2002 when a private entity discloses information to certain
government agencies. Therefore, allowing fear of waiving privilege to deter a
company from involving law enforcement
may hinder the breach response. Engaging cyber forensic investigators and collaborating with government agencies can
better position companies to respond to a
data breach—which can be accomplished
while still preserving attorney–client privilege.

