
P
R

A
T

T
’S

 P
R

IV
A

C
Y

 &
 C

Y
B

E
R

S
E

C
U

R
IT

Y
 L

A
W

 R
E

P
O

R
T

S
E

P
T

E
M

B
E

R
 2

0
16

    V
O

L
. 2

 • N
O

. 7

EDITOR’S NOTE: INJURY
Victoria Prussen Spears

ALL THE INJURY REQUIRED? 
HOW THE SUPREME COURT’S 
SPOKEO DECISION MAY ALTER 
THE ROAD FOR PRIVACY LITIGANTS
Colin R. Jennings and Philip M. Oliss

PROPOSED CLASS ACTION DATA 
BREACH SUIT AGAINST HEALTH INSURER
QUASHED FOR LACK OF SUFFICIENT INJURY
Tina Sciocchetti and Michal E. Ovadia

AUDIT PREP: LESSONS FROM 
OCR HIPAA ENFORCEMENT – PART II
Kimberly C. Metzger

CIRCUIT COURTS AND FTC TAKE ON 
DEFINITIONS OF “PII” WHILE MICHIGAN 
AMENDS PRIVACY LAW TO REMOVE 
STATUTORY DAMAGES – PART I
Christin S. McMeley and John D. Seiver

THE BUSINESS EMAIL COMPROMISE: 
THE GROWING CYBERTHREAT 
CHALLENGE FACING GENERAL COUNSEL
Ronald Cheng and Jason Smolanoff

PRIVACY & 
CYBERSECURITY

LAW
REPORT

SEPTEMBER 2016    

VOL. 2 • NO. 7 

AN A.S. PRATT PUBLICATION

P R A T T ’ S



Pratt’s Privacy & Cybersecurity
Law Report

VOLUME 2 NUMBER 7 SEPTEMBER 2016

Editor’s Note: Injury
Victoria Prussen Spears ................................................................................................. 225
All the Injury Required? How the Supreme Court’s Spokeo Decision May Alter
the Road for Privacy Litigants
Colin R. Jennings and Philip M. Oliss ......................................................................... 227
Proposed Class Action Data Breach Suit Against Health Insurer
Quashed for Lack of Sufficient Injury
Tina Sciocchetti and Michal E. Ovadia ......................................................................... 232
Audit Prep: Lessons from OCR HIPAA Enforcement – Part II
Kimberly C. Metzger .................................................................................................... 235
Circuit Courts and FTC Take on Definitions of ‘‘PII’’ While Michigan
Amends Privacy Law to Remove Statutory Damages – Part I
Christin S. McMeley and John D. Seiver ...................................................................... 257
The Business Email Compromise: The Growing Cyberthreat Challenge
Facing General Counsel
Ronald Cheng and Jason Smolanoff .............................................................................. 262



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ................................................................................................ 908-673-3380
Email: ........................................................................................ Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at ............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................... (518) 487-3000
Fax Number ...................................................................................................... . . . . (518) 487-3584
Customer Service Web site ......................................................... http://www.lexisnexis.com/custserv/
For information on other Matthew Bender publications, please call

Your account manager or .......................................................................................... (800) 223-1940
Outside the United States and Canada, please call ............................................... (518) 487-3000

ISBN: 978-1-6328-3362-4 (print)
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print)
ISSN: 2380-4823 (Online)

Cite this publication as:
[author name], [article title], [vol. no.] PRATT’S PRIVACY & CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt);
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [1] PRATT’S PRIVACY &
CYBERSECURITY LAW REPORT [227] (LexisNexis A.S. Pratt)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or
other professional services. If legal advice or other expert assistance is required, the services of a competent professional
should be sought.

LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under license.
A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright # 2016 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights
Reserved.

No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978)
750-8400.

An A.S. Pratt� Publication
Editorial

Editorial Offices
630 Central Ave., New Providence, NJ 07974 (908) 464-6800
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200
www.lexisnexis.com

(2016–Pub. 4939)



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ

President, Meyerowitz Communications Inc.

EDITOR
VICTORIA PRUSSEN SPEARS

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

EMILIO W. CIVIDANES

Partner, Venable LLP

RICHARD COHEN

Special Counsel, Kelley Drye & Warren LLP

CHRISTOPHER G. CWALINA

Partner, Holland & Knight LLP

RICHARD D. HARRIS

Partner, Day Pitney LLP

DAVID C. LASHWAY

Partner, Baker & McKenzie LLP

CRAIG A. NEWMAN

Partner, Patterson Belknap Webb & Tyler LLP

ALAN CHARLES RAUL

Partner, Sidley Austin LLP

AARON P. SIMPSON

Partner, Hunton & Williams LLP

RANDI SINGER

Partner, Weil, Gotshal & Manges LLP

JOHN P. TOMASZEWSKI

Senior Counsel, Seyfarth Shaw LLP

TODD G. VARE

Partner, Barnes & Thornburg LLP

THOMAS F. ZYCH

Partner, Thompson Hine

iii



Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc.
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2016 Reed
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any
information retrieval system without the written permission of the copyright owner. For customer
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com,
718.224.2258. Material for publication is welcomed—articles, decisions, or other items of interest to
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone
interested in privacy and cybersecurity related issues and legal developments. This publication is
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering
legal, accounting, or other professional services in this publication. If legal or other expert advice is
desired, retain the services of an appropriate professional. The articles and columns reflect only the
present considerations and views of the authors and do not necessarily reflect those of the firms or
organizations with which they are affiliated, any of the former or present clients of the authors or their
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630
Central Ave., New Providence, NJ 07974.

iv



Audit Prep: Lessons from OCR HIPAA
Enforcement – Part II

By Kimberly C. Metzger*

The U.S. Department of Health and Human Services’ Office for Civil Rights has
launched Phase 2 of the HIPAA Audit Program. The author of this two-part article
suggests 23 lessons covered entities and business associates should consider to bolster
HIPAA Rule compliance. In the first part of the article, which appeared in the
July/August 2016 issue of Pratt’s Privacy & Cybersecurity Law Report, the first
eight lessons were discussed. The remaining ones are discussed in this second part of the
article.

LESSON 9: PROTECT PAPER
As electronic records proliferate, it can be easy to view – and handle – paper with

more casual eyes and hands. While the Security Rule governs only ePHI, the Privacy and
Breach Notification Rules apply with full force to paper.

Like the Security Rule, the Privacy Rule requires that CEs and BAs implement and
maintain appropriate administrative, technical, and physical safeguards to protect the
privacy of PHI in any form.57 To comply, entities must implement limit incidental
uses and disclosures and avoid prohibited uses and disclosures, including when
disposing of documents containing PHI. Clearly, CEs and BAs may not ‘‘simply
abandon PHI or dispose of it in dumpsters or other containers that are accessible by
the public or other unauthorized persons.’’58

While the Privacy Rule requires secure disposal, it does not mandate a particular method:

Covered entities must review their own circumstances to determine what steps are
reasonable to safeguard PHI through disposal, and develop and implement policies
and procedures to carry out those steps. In determining what is reasonable, covered
entities should assess potential risks to patient privacy, as well as consider such issues
as the form, type, and amount of PHI to be disposed. For instance, the disposal of
certain types of PHI such as name, social security number, driver’s license number,
debit or credit card number, diagnosis, treatment information, or other sensitive
information may warrant more care due to the risk that inappropriate access to this
information may result in identity theft, employment or other discrimination, or

* Kimberly C. Metzger is a partner in the Litigation and Intellectual Property Group at Ice Miller LLP.
She focuses her practice on data security and privacy, and drug and device litigation. Ms. Metzger, who
may be contacted at kimberly.metzger@icemiller.com, is a Certified Information Privacy Professional
(CIPP/US) and Certified Information Privacy Manager (CIPM) through the IAPP.

57 45 CFR 164.530(c).
58 See OCR’s publication, What do the HIPAA Privacy and Security Rules require of covered entities when

they dispose of protected health information?, http://www.hhs.gov/hipaa/for-professionals/faq/575/what-does-
hipaa-require-of-covered-entities-when-they-dispose-information/index.html (accessed February 13, 2016).

235



harm to an individual’s reputation.59

Proper disposal of paper records may include, but is not limited to, shredding,
burning, pulping, or pulverizing the records to render them ‘‘essentially unreadable,
indecipherable, and otherwise cannot be reconstructed.’’60

Three RA/CAPs prove that OCR does not take paper lightly:

Cornell Prescription Pharmacy – April 2015 (RA/CAP and $125,000 resolution
amount)

OCR opened a compliance review after a local news outlet notified it of the disposal
of unsecured documents containing 1,610 individuals’ PHI in an unlocked, open
contained on the CE’s premises. The documents were not shredded and contained
identifiable information for specific patients. OCR’s investigation indicated the
following conduct occurred:

� Failure to reasonably safeguard PHI.61

� Failure to implement written policies and procedures to comply with the
Privacy Rule.62

� Failure to provide and document necessary and appropriate workforce training
on Privacy Rule policies and procedures.63

OCR Director Samuels stated:

Regardless of size, organizations cannot abandon protected health information or
dispose of it in dumpsters or other containers that are accessible by the public or
other unauthorized persons. . . . Even in our increasingly electronic world, it is
critical that policies and procedures be in place for secure disposal of patient
information, whether that information is in electronic form or on paper.

CVS Pharmacies, Inc. – January 2009 (RA/CAP and $2.25M resolution amount)

OCR opened its Privacy Rule compliance investigation after media reported that
several retail pharmacy chains were disposing of PHI in dumpsters that were not secure

59 Id.
60 Id. HHS provides additional guidance in HIPAA Security Series 3 – Security Standards: Physical

Safeguards, available at http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/
physsafeguards.pdf; NIST Special Publication 800-88, Guidelines for Media Sanitation, which advises on
media sanitation throughout the lifecycle, is available at http://www.hhs.gov/sites/default/files/ocr/privacy/
hipaa/administrative/securityrule/nist80088.pdf.

61 45 CFR 164.530(c)(1).
62 45 CFR 154.530(i)(1).
63 45 CFR 164.530(b)(1).

236

PRATT’S PRIVACY & CYBERSECURITY LAW REPORT



and that the public could access. For the first time, OCR and FTC coordinated
investigation and resolution.

OCR’s review indicated the following conduct occurred:

� Disposal of non-electronic PHI in open dumpsters potentially accessible to
persons other than workforce members.

� Existing policies and procedures establishing physical and administrative safe-
guards were inadequate to appropriately and reasonably safeguard PHI.

� Failure to adopt a sanctions policy for workforce members who failed to comply
with existing policies and procedures.

� Insufficient training to ensure that workforce members knew how to dispose of
non-electronic PHI consistent with the Privacy Rule.

The CE also entered a consent order with FTC to settle charges of failure to take
reasonable and appropriate security measures to protect sensitive medical and financial
information, in violation of federal law.

Former Acting OCR Director Robinsue Frohboese stated:

OCR is committed to strong enforcement of the HIPAA Privacy Rule to protect
patients’ rights to privacy of their health information. We hope that this agree-
ment will spur other health organizations to examine and improve their privacy
protections for patient information during the disposal process. . . . Such safe-
guards will benefit consumers everywhere.

Rite Aid Corporation – July 2010 (RA/CAP and $1M resolution amount)

OCR opened an investigation after television media videotaped disposal of prescrip-
tions and labeled pill bottles in industrial trash containers accessible to the public.
OCR and FTC again coordinated investigation and resolution. OCR’s review indi-
cated the following conduct occurred:

� Failure to adopt policies and procedures establishing physical and administra-
tive safeguards adequate to appropriately and reasonably safeguard non-
electronic PHI.

� Failure to maintain a sanctions policy for workforce members who failed to
comply with existing policies and procedures.

� Failure to provide and document necessary and appropriate workforce training
on disposal of non-electronic PHI.

The CE also entered a consent order with FTC to settle charges of failure to take
reasonable and appropriate security measures to protect sensitive medical and financial
information, in violation of federal law.

Former OCR Director Georgina Verdugo emphasized:
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It is critical that companies, large and small, build a culture of compliance to
protect consumers’ right to privacy and safeguard health information. OCR is
committed to strong enforcement of HIPAA. . . . We hope that this agreement
will spur other health organizations to examine and improve their policies and
procedures for protecting patient information during the disposal process.

Parkview Health System, Inc. – June 2014 RA/CAP and $800,000 resolution amount)

Dumpsters are not the only dangerous places in which to dispose of paper PHI.
OCR investigated medical records ‘‘dumping’’ of a different sort after receiving a report
of potential Privacy Rule violations by a retiring physician. OCR’s investigation indi-
cated the following conduct occurred:

� The CE took custody and control of 5,000-8,000 patients’ medical records
while assisting the retiring physician with transitioning her practice.

� The CE’s employees, with notice that the physician had refused delivery and
was not home, left 71 boxes of medical records on the physician’s driveway,
unattended and accessible to unauthorized persons.

� The CE failed to appropriately and reasonably safeguard the PHI while it was in
the CE’s possession, until it was permissibly transferred in accordance with 45
CFR 164.502, or was rendered unreadable, unusable, or indecipherable to
unauthorized persons.64

Former OCR Acting Deputy Director of Health Information Privacy Christina
Heide commented: ‘‘All too often we receive complaints of records being discarded
or transferred in a manner that puts patient information at risk. . . . It is imperative that
HIPAA covered entities and their business associates protect patient information
during its transfer and disposal.’’

LESSON 10: EVALUATE INTERNET APPLICATIONS

The Security Rule requires every CE and BA to ensure the confidentiality, integrity,
and availability of ePHI it ‘‘creates, receives, maintains, or transmits.’’65 Many providers
are turning to the cloud to address their ePHI storage needs. Properly managed, cloud
storage may be more secure than paper or portable media, which may be physically lost or
stolen. For all its possible advantages, however, the cloud presents a unique disadvantage:
the CE loses a measure of control over the data, beginning at the application level.

The cloud presents unique challenges to the administrative, physical, and technical
safeguards the Security Rule requires. As a recent RA/CAP shows, CEs and BAs should
approach cloud storage thoughtfully, should discourage user-level/ad hoc decisions on
whether and which cloud storage options are appropriately secure, and should consider

64 45 CFR 164.530(c).
65 45 CFR 164.306(a)(1) (emphasis added).
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the risks and vulnerabilities specific to cloud storage when conducting their Security
Rule risk analysis.

St. Elizabeth’s Medical Center – June 2015 (RA/CAP and $218,000 resolution amount)

OCR investigated a complaint alleging that the CE’s workforce members used an
internet-based document sharing application to store documents containing at least
498 individuals’ ePHI, without having analyzed associated risks. In a separate incident,
the CE notified OCR of a breach of 595 individuals’ unsecured ePHI stored on a
former workforce member’s personal laptop and flash drive.

OCR’s investigation indicated the following conduct occurred:

� Unauthorized disclosure of at least 1,093 individuals’ ePHI.66

� Failure to implement sufficient security measures regarding the transmission
and storage of ePHI, to reduce risks and vulnerabilities to a reasonable and
appropriate level.67

� Failure to timely identify and respond to a known security incident, mitigate its
harmful effects, and document the incident and its outcome.68

OCR Director Samuels emphasized:

Organizations must pay particular attention to HIPAA’s requirements when using
internet-based document sharing applications. . . . In order to reduce potential
risks and vulnerabilities, all workforce members must follow all policies and
procedures, and entities must ensure that incidents are reported and mitigated
in a timely manner.

LESSON 11: SUPPORT YOUR SOFTWARE

OCR makes clear that CEs and BAs must consider ‘‘known security vulnerabilities’’
as part of its Security Rule risk analysis – for example, they should assess whether ‘‘an
operating system include[s] known vulnerabilities for which a security patch is unavail-
able, e.g., because the operating system is no longer supported by its manufacturer.’’69

This is all part of the organization’s general responsibility to ensure confidentiality,
integrity, and availability of PHI;70 to protect ePHI against reasonably anticipated
threats and hazards;71 and to guard against unauthorized access to ePHI.72 A recent
RA/CAP demonstrates OCR’s focus on an entity supporting its IT.

66 45 CFR 160.103 and 164.502(a).
67 45 CFR 164.308(a)(1)(ii)(B).
68 45 CFR 164.308(a)(6)(ii).
69 http://www.hhs.gov/hipaa/for-professionals/faq/2014/does-the-security-rule-mandate-minimum-

operating-system-requirements/index.html (accessed March 31, 2016).
70 45 CFR 164.306(a)(1).
71 45 CFR 164.306(a) (2).
72 45 CFR 164.312(e)(1).
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Anchorage Community Mental Health Services – December 2014 (RA/CAP and
$150,000 resolution amount)

OCR opened its investigation after the CE notified it of a breach affecting 2,743
individuals’ ePHI due to malware compromising its IT resources. OCR’s investigation
indicated that the following conduct occurred:

� Failure to conduct an accurate and thorough Security Rule risk analysis.73

� Failure to implement policies and procedures requiring security measures suffi-
cient to reduce vulnerabilities of and risks to ePHI to a reasonable and
appropriate level.74

� Failure to implement technical security measures to guard against unauthorized
access to ePHI transmitted over an electronic communications network.75

Specifically, the CE failed to ensure that firewalls were in place with threat
identification monitoring of inbound and outbound traffic, and that the CE
supported and regularly updated its IT resources with available patches.

OCR Director Samuels noted:

Successful HIPAA compliance requires a common sense approach to assessing and
addressing the risks to ePHI on a regular basis. . . . This includes reviewing
systems for unpatched vulnerabilities and unsupported software that can leave
patient information susceptible to malware and other risks.

LESSON 12: WATCH IT UPDATES

‘‘Access control’’ is a Security Rule technical safeguards standard that requires CEs
and BAs to ‘‘[i]mplement technical policies and procedures of electronic information
systems that maintain [ePHI] to allow access only to those persons or software
programs that have been granted access rights. . . .’’76 ‘‘Evaluation’’ is an administrative
safeguards standard that requires CEs and BAs to ‘‘[p]erform a periodic technical and
nontechnical evaluation . . . in response to environmental or operational changes
affecting the security of [ePHI],’’ that establishes the extent to which the entity’s
security policies and procedures meet Security Rule requirements. Together, these
two standards help the CE or BA ensure the confidentiality, integrity, and availability
of ePHI by ensuring that operational changes such as software upgrades do not inad-
vertently give unauthorized individuals access to the entity’s ePHI.

Inadequate attention performing technical evaluations of operational changes can
result in significant data breaches, and compromise the confidentiality, integrity, and
accessibility of ePHI.

73 45 CFR 164.308(a)(1)(ii)(A).
74 45 CFR 164.308(a)(1)(ii)(B).
75 45 CFR 164.312(e).
76 45 CFR 164.312(a)(1).
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WellPoint, Inc. – July 2013 (RA/CAP and $1.7M resolution amount)

OCR began its investigation after the CE submitted a breach of unsecured PHI. The
report indicated that security weaknesses in an online application database left 612,402
individuals’ ePHI accessible to unauthorized persons over the internet. OCR’s inves-
tigation indicated the following conduct occurred:

� Failure to implement adequate policies and procedures for authorizing access to
ePHI maintained in the CE’s web-based application database.

� Failure to perform an adequate technical evaluation in response to a software
upgrade – an operational change affecting the security of ePHI maintained in
the CE’s web-based application database – that would establish the extent to
which configuration of the software providing authentication safeguards for the
web-based application met Security Rule requirements.

� Impermissible disclosure of approximately 612,000 individuals’ ePHI main-
tained in the web-based application database.

OCR’s press release announcing the settlement stated:

This case sends an important message to HIPAA-covered entities to take caution
when implementing changes to their information systems, especially when those
changes involve updates to Web-based applications or portals that are used to
provide access to consumers’ health data using the Internet.

LESSON 13: EXECUTE COMPLIANT BUSINESS ASSOCIATE AGREEMENTS

A ‘‘business associate’’ is a person who creates, receives, maintains, or transmits PHI to
provide certain services to the CE.77 Both the Privacy Rule and the Security Rule prohibit
disclosing PHI to a business associate unless and until the BA has provided ‘‘written
assurances’’ that it will appropriately safeguard the information.78 These assurances must
be documented in a ‘‘written contract or other arrangements’’ that meets the requirements
of a business associate agreement.79 A compliant BAA also clarifies and limits the BA’s
permissible uses and disclosures of PHI, based upon the parties’ relationship and the
services the BA performs. A BA may only use and disclose PHI as permitted or required
by the BAA, or as required by law. BAs are now directly liable under the HIPAA Rules for
uses and disclosures that the BAA does not authorize.80

77 45 CFR 160.103.
78 45 CFR 164.502(e)(1) (Privacy Rule); 45 CFR 164.314(a) (Security Rule).
79 45 CFR 164.502(e)(2).
80 OCR makes clear that a CE or BA need not use the sample provisions to achieve compliance, and

may change it ‘‘to more accurately reflect’’ the parties’ business arrangements. The provisions are designed
to reflect the HIPAA Rules, and alone may not result in a binding contract under State law. Further,
relying on the sample provisions may not be sufficient to comply with State law, and ‘‘does not replace
consultation with a lawyer or negotiations between the parties to the contract.’’ See http://www.hhs.gov/
hipaa/for-professionals/covered-entities/sample-business-associate-agreement-provisions/index.html,
accessed April 21, 2016.
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Business associates are eligible for audit in Phase 2. To aid compliance, OCR offers
sample business associate agreement provisions at HHS.gov.81

Raleigh Orthopaedic Clinic, P.A. – April 2016 (RA/CAP and $750,000 resolution
amount)

OCR investigated the CE after receiving a breach report in 2013. The agency’s
investigation showed that the CE released x-ray films and related PHI of 17,300
patients to an entity that would transfer the images to electronic media in exchange
for harvesting the silver from the x-ray films. The CE had not executed a business
associate agreement with the entity, ‘‘acting its business associate,’’ before disclosing the
PHI, in violation of 45 CFR 164.502(e).

OCR Director Samuels commented:

HIPAA’s obligation on covered entities to obtain business associate agreements is
more than a mere check-the-box paperwork exercise. . . . It is critical for entities to
know to whom they are handing PHI and to obtain assurances that the informa-
tion will be protected.

North Memorial Health Care – March 2016 (RA/CAP and $1.55M resolution
amount)

OCR began investigation of North Memorial Health Care – a comprehensive not-
for-profit health care system – after receiving a report that an unencrypted, password-
protected laptop was stolen from the vehicle of a business associate’s employee. This
impacted 9,497 individuals’ ePHI. According to OCR’s investigation, the following
conduct appears to have occurred:

� Providing a BA access to the CE’s PHI without obtaining satisfactory assurance
from the BA (in the form of a written business associate agreement) that the BA
would appropriately safeguard PHI.82

� Impermissible disclosure of at least 289,904 individuals’ PHI to the BA by
providing access to PHI without obtaining the BA’s satisfactory assurances
(in the form of a written BAA) that the BA would appropriately safeguard
the PHI.83

� Failure to conduct an accurate and thorough risk analysis that incorporated all
of the CE’s information technology equipment, applications, and data systems
using ePHI.84

81 http://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-business-associate-agreement-
provisions/index.html.

82 45 CFR 164.308(b) and 164.502(e).
83 45 CFR 164.502(a).
84 45 CFR 164.308(a)(1)(ii)(A).
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OCR Director Samuels commented:

Two major cornerstones of the HIPAA Rules were overlooked by this entity. . . .
Organizations must have in place compliant business associate agreements as well
as an accurate and thorough risk analysis that addresses their enterprise-wide IT
infrastructure.

LESSON 14: JOINT ARRANGEMENTS MIGHT MEAN JOINT LIABILITY

Entities may enjoy economies of scale or other business- or patient-care benefits
when they share ePHI functions or platforms. However, entities that share in this way
also risk sharing HIPAA liability when a breach occurs.

New York Presbyterian Hospital – May 2014 (RA/CAP and $3.3M resolution amount)

Columbia University – May 2014 (RA/CAP and $1.5M resolution amount)

New York Presbyterian Hospital (‘‘NYP’’) and Columbia University (‘‘CU’’) are
separate CEs that participated in a joint arrangement in which CU faculty served as
NYP attending physicians. The CEs operated a shared data network and shared
network firewall administered by both. The shared network linked to NYP informa-
tion systems containing ePHI.

OCR opened its investigations when the CEs jointly reported a breach of 6,800
NYP patients’ ePHI. The breach resulted when a CU physician, who developed
applications for both entities, tried to deactivate a personally-owned computer server
on the shared network. Deactivating the server resulted in ePHI being accessible on
internet search engines. The CEs became aware of the breach when an individual
notified them that ePHI for the individual’s deceased partner – a former NYP patient –
was available on the internet.

OCR’s investigations indicated the following conduct occurred:

� NYP impermissibly disclosed 6,800 patients’ ePHI to internet search engines
when a computer server with access to NYP ePHI was errantly reconfigured.

� NYP and CU failed to conduct an accurate and thorough Security Rule risk
analysis incorporating all IT equipment, applications, and data systems utilizing
ePHI.

� NYP failed to implement processes for assessing and monitoring all IT equip-
ment, applications, and data systems linked to NYP patient databases, and
failed to implement security measures sufficient to reduce vulnerabilities of
and risks to ePHI to a reasonable and appropriate level.

� CU failed to implement processes for assessing and monitoring all IT equip-
ment, applications, and data systems linked to NYP patient databases, and
failed to implement security measures sufficient to reduce risks of inappropriate
disclosure to an appropriate level.
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� NYP failed to implement appropriate policies and procedures for authorizing
access to its patient databases, and failed to comply with its own policies on
information access management.

Former OCR Acting Deputy Director of Health Information Privacy Heide stated:

When entities participate in joint compliance arrangements, they share the
burden of addressing the risks to protected health information. . . . Our cases
against NYP and CU should remind health care organizations of the need to make
data security central to how they manage their information systems.

LESSON 15: PRIVACY STILL COUNTS

LESSON 16: TERMINATING EMPLOYMENT? TERMINATE ACCESS

With 2015 designated ‘‘the year of the health care hack,’’ and information security
breaches regularly making front-page news, Security Rule compliance is certainly in
the spotlight. As tempting as it may be to focus time and resources exclusively in this
realm, one of OCR’s largest enforcements emphasizes that Privacy Rule compliance
should not get the short shrift.

‘‘Authorization’’ is fundamental to the Privacy Rule. Except as the Privacy Rule
otherwise permits or requires, a CE may not use or disclose PHI without a valid
authorization from the subject individual.85 The Privacy Rule describes the ‘‘core
elements’’ and other ‘‘required statements’’ for a valid authorization.86 A recent
multi-million dollar settlement highlights the potential consequences of failing to
acquire authorization to use and disclose PHI.

New York Presbyterian – April 2016 (RA/CAP and $2.2M resolution amount)

The settlement results from what OCR describes as ‘‘egregious disclosure’’ of two
patients’ PHI, without authorization, to film crews and staff during filming of a
popular television medical drama. OCR found that the CE allowed film crews
‘‘virtually unfettered access’’ to its facility, ‘‘effectively creating an environment
where PHI could not be protected from impermissible disclosures’’ to the crew.
OCR’s investigation indicated that the following conduct occurred:

� Impermissible disclosure of two identified patients’ PHI to the film crews and staff.87

� Failure to appropriately and reasonably safeguard PHI from disclosure during
filming on its premises, as well as failure to implement appropriate policies and
procedures to protect patients’ privacy during filming.88

85 45 CFR 508(a)(1).
86 45 CFR 164.508(c)(1).
87 45 CFR 164.502(a).
88 45 CFR 154.530(c).
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OCR Director Samuels emphasized:

This case sends an important message that OCR will not permit covered entities
to compromise their patients’ privacy by allowing news or television crews to film
the patients without their authorization. . . . We take seriously all complaints filed
by individuals, and will seek the necessary remedies to ensure that patients’
privacy is fully protected.

OCR has developed an FAQ for film and media access to PHI.89 As the FAQ makes clear:

Health care providers cannot invite or allow media personnel, including film
crews, into treatment or other areas of their facilities where patients’ PHI will be
accessible in written, electronic, oral, or other visual or audio form, or otherwise
make PHI accessible to the media, without prior written authorization from
each individual who is or will be in the area or whose PHI otherwise will be
accessible to the media. Only in very limited circumstances90 . . . does the
HIPAA Privacy Rule permit health care providers to disclose protected health
information to members of the media without a prior authorization signed by
the individual.

Health care providers may not allow media into treatment areas, or other areas where
PHI will be accessible in any form, without patients’ prior authorization.

Two other central Privacy Rule concepts are business associate agreements, and
‘‘minimum necessary.’’ As discussed regarding the North Memorial Health Care and
the Raleigh Orthopaedic Clinic, P.A., enforcements, a CE cannot disclose PHI to a
business associate, and may not allow the BA to create, receive, maintain, or transmit
PHI on its behalf, unless and until a compliant business associate agreement is in
place.91 Further, with limited exceptions, a CE or BA must make reasonable efforts to
limit uses and disclosures of, and requests for, PHI to the minimum necessary to
accomplish the intended purpose.92 The BA and minimum necessary provisions are
‘‘general rules’’ under the Privacy Rule, and underlie many of its other requirements.

Role-based access is an important safeguard for PHI. As part of its ‘‘minimum neces-
sary’’ mandates,93 the Privacy Rules requires CEs and BAs to identify the workforce

89 Available at http://www.hhs.gov/hipaa/for-professionals/faq/2023/film-and-media/index.html
(accessed April 21, 2016).

90 For example, a CE may need to seek media assistance to identify or locate the family of an
unidentified and incapacitated patient in its care. In that case, HIPAA permits disclosure of PHI to the
media if the CE determines, in its professional judgment, that doing so is in the patient’s best interest (45
CFR 164.510(b)(1)(ii)).

91 45 CFR 164.502(e).
92 45 CFR 164.502(b).
93 When using or disclosing PHI, or when requesting PHI from another covered entity or business

associate, a CE or BA ‘‘must make reasonable efforts to limit protected health information to the minimum
necessary to accomplish the intended purpose of the use, disclosure, or request.’’ (45 CFR 164.502(b)).
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members who need access to PHI, the PHI to which they need access, and any
conditions on access.94 The Security Rule addresses role-based access as both an
administrative and technical safeguard for ePHI. As an administrative safeguard,
a CE or BA must implement ‘‘policies and procedures for authorizing access to
electronic protected health information that are consistent with the applicable
requirements of [the Privacy Rule].’’95 As a complementary technical safeguard,
a CE or BA must implement ‘‘technical policies and procedures for electronic infor-
mation systems that maintain electronic protected health information to allow
access only to those persons or software programs that have been granted access
rights. . . .’’96

Failure to terminate access, and lack of compliant BAAs, are compliance issues in
and of themselves. But when combined, these HIPAA violations create an environ-
ment ripe for enforcement.

Triple-S Management Corporation – November 2015 (RA/CAP and $3.5M resolution
amount)

Triple-S is an insurance holding company offering a wide range of insurance
products and services through its subsidiaries. Several breaches involving various
wholly-owned subsidiaries underlie this significant enforcement:

� Former workforce members employed by a competitor were able to access a
subsidiary’s proprietary database containing ePHI because their access rights
were not terminated upon leaving employment. This breach affected more than
500 individuals.

� Two vendors with which no BAAs were in place improperly disclosed certain
beneficiaries’ PHI on the back of pamphlets mailed to beneficiaries. Each
breach affected more than 500 individuals.

� A business associate’s employee copied beneficiary ePHI onto a portable
medium and subsequently downloaded it to his new employer’s computer.
This breach affected more than 500 individuals.

� Enrollment staff incorrectly placed incorrect member ID cards in mailing
envelopes, resulting in beneficiaries receiving another member’s ID card.
This breach affected more than 500 individuals.

� Beneficiaries’ Health Plan Identification numbers were incorrectly placed on
mailing labels. This breach affected fewer than 500 individuals.

� PHI for the wrong member was included in a preventive mailing to benefici-
aries. This breach affected fewer than 500 individuals.

94 45 CFR 164.514(d)(2)(A) and (B).
95 45 CFR 164.308(a)(4).
96 45 CFR 164.312(a)(1).
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OCR’s investigation indicated that the following conduct occurred:

� Impermissible disclosure of PHI in violation of the Privacy Rule.97

� Failure to implement appropriate administrative, physical, and technical safeguards
to protect the privacy of beneficiaries’ PHI, in violation of the Privacy Rule.98

� Impermissible disclosure of PHI to vendors with which no appropriate BAA
was in place, in violation of the Security Rule.99

� Disclosure of more PHI than was necessary to accomplish the purpose for
which it hired the vendor, in violation of the Privacy Rule.100

� Failure to conduct an accurate and thorough risk analysis, in violation of the
Security Rule.101

� Failure to implement security measures sufficient to reduce the risks to and
vulnerabilities of ePHI to a reasonable and appropriate level, in violation of the
Security Rule.102

� Failure to implement procedures for terminating access to ePHI when employ-
ment ends, in violation of the Security Rule.103

OCR Director Samuels commented:

OCR remains committed to strong enforcement of the HIPAA Rules. . . . This
case sends an important message for HIPAA Covered Entities not only about
compliance with the requirements of the Security Rule, including risk analysis,
but compliance with the requirements of the Privacy Rule, including those
addressing business associate agreements and the minimum necessary use of
protected health information.

LESSON 17: SIZE DOESN’T MATTER (MUCH)

Neither the size of the entity, nor the size of the breach, shields a CE or BA from
enforcement. True, there are some differences: different timetables under which to notify
HHS of breaches of 500 or more individuals versus fewer than 500 individuals;104

different media notification requirements for breaches involving more than 500 residents
of a State or jurisdiction;105 flexibility to implement security measures depending in part
on the CE’s or BA’s size, complexity, and capabilities.106 While size of the entity or scope

97 45 CFR 164.502(a).
98 45 CFR 164.530(c)(1) and (c)(2)(i).
99 45 CFR 164.314(a)(2)(1).
100 45 CFR 164.514(d).
101 45 CFR 164.308(a)(1)(ii)(A).
102 45 CFR 164.308(a)(1)(ii)(B).
103 45 CFR 164.308(a)(3)(ii)(c).
104 45 CFR 164.408(b) and (c).
105 45 CFR 164.406(a).
106 45 CFR 164.306(b)(2)(i).
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of the breach may influence some aspects of compliance, it does not insulate a CE or BA
from the need to comply – or from OCR enforcement.

Adult & Pediatric Dermatology, P.C. – December 2013 (RA/CAP and $150,000
resolution amount)

The CE’s troubles began, as others have, with a stolen portable media device. OCR
opened its investigation after the CE reported that an unencrypted thumb drive
containing ePHI had been stolen from a workforce member’s vehicle. OCR’s inves-
tigation indicated the following conduct occurred:

� Failure to conduct a Security Rule risk analysis as part of its security manage-
ment process.

� Failure to fully comply with the requirements to have written policies and
procedures in place, and to train workforce members, regarding Breach Noti-
fication Rule requirements (OCR did note that the CE notified patients of the
theft within 30 days, and provided media notice).

� Impermissible disclosure of up to 2,200 individuals’ ePHI when it failed to
reasonably safeguard the unencrypted thumb drive.

Former OCR Director Leon Rodriguez commented:

As we say in health care, an ounce of prevention is worth a pound of cure. That is
what a good risk management process is all about – identifying and mitigating the
risk before the bad thing happens. Covered entities of all sizes need to give priority
to securing electronic protected health information.

Phoenix Cardiac Surgery – April 2012 (RA/CAP and $100,000 resolution amount)

Phoenix Cardiac Surgery was a one-location, two-physician provider of cardiothor-
acic surgery services. Over a 2.5-year period, employees posted more than 1,000
entries of PHI into a publicly-accessible, internet-based calendar. Over a four-year
period, the CE ‘‘daily’’ transmitted ePHI from an internet-based email account to
employees’ internet-based email accounts.

OCR’s investigation revealed the following conduct occurred:

� Failure to provide and document workforce training on required policies and
procedures regarding PHI, as necessary and appropriate for each workforce
member to do his/her job.

� Failure to have in pace reasonable and appropriate administrative and technical
safeguards to protect the privacy of PHI.

� Failure to obtain satisfactory assurance from BAs (internet-based calendar and
public email providers) that they would appropriately safeguard ePHI from the CE.

Former OCR Director Rodriguez stated:
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This case is significant because it highlights a multi-year, continuing failure on the
part of this provider to comply with the requirements of the Privacy and Security
Rules. . . . We hope that health care providers pay careful attention to this resolu-
tion agreement and understand that the HIPAA Privacy and Security Rules have
been in place for many years, and OCR expects full compliance no matter the size
of a covered entity.

First Settlement Involving a Breach Affecting <500 Individuals: Hospice of North
Idaho – December 2012 (RA/CAP and $50,000 resolution amount)

The underlying facts of Hospice of North Idaho’s breach are not remarkable: the CE
reported the theft of a laptop containing unencrypted ePHI. Unlike with previous
settlements, however, the number of affected individuals – 441 – was relatively small.
OCR’s investigation indicated the following conduct occurred:

� Failure to conduct a Security Rule risk analysis as part of its security manage-
ment process. Specifically, the CE did not evaluate the likelihood and impact of
potential risks to the confidentiality of ePHI maintained in and transmitted by
portable devices, implement appropriate security measures to address these
risks, document the chosen security measures and rationale for adopting
them, and maintain ongoing reasonable and appropriate security measures.

� Failure to adopt or implement security measures sufficient manage risk to the
confidentiality of ePHI maintained in and transmitted by portable devices to a
reasonable and appropriate level.

Former OCR Director Rodriguez emphasized:

This action sends a strong message to the health care industry that, regardless of
size, covered entities must take action and will be held accountable for safe-
guarding their patients’ health information. . . . Encryption is an easy method
for making lost information unusable, unreadable and undecipherable.

LESSON 18: NO EXCEPTIONS FOR THE C-SUITE

The Privacy Rule applies to covered entities – and, where provided, business associates –
with respect to PHI.107 If a CE or BA is not a natural person, its workforce members, at all
levels of the organization, act on its behalf to safeguard the confidentiality, integrity, and
availability of PHI. The c-suite, like all other workforce members, must comply with the
HIPAA Rules when using and disclosing the organization’s PHI. When a violation occurs,
the fact that a member of ‘‘upper management’’ was responsible will not shield the CE or
BA from liability.

107 45 CFR 164.500(a) and (c).
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Shasta Regional Medical Center – June 2013 (RA/CAP and $275,000 resolution
amount)

OCR opened a compliance review after a newspaper article indicated that two senior
leaders had met with media to discuss medical services provided to a patient. According to
OCR’s press release, the CE impermissibly disclosed the patient’s PHI to multiple media
outlets on at least three separate occasions, without obtaining a valid authorization.

OCR’s investigation indicated the following conduct occurred:

� Failure to safeguard the patient’s PHI from any impermissible intentional or
unintentional disclosure on multiple occasions, including:
� Sending a letter to a media outlet responding to a story about Medicare

fraud, describing the patient’s medical treatment and specifics about her
lab results.

� Two senior leaders meeting with a media editor to discuss the patient’s
medical record in detail.

� Sending a letter to a media outlet containing detailed information about
the patient’s treatment.

� Impermissible use of the patient’s PHI, specifically, sending an email to its
entire workforce and medical staff (785-900 individuals) describing the
patient’s medical condition, diagnosis, and treatment in detail.

� Failure to sanction workforce members pursuant to its internal sanctions policy.

Former OCR Director Rodriguez admonished:

When senior level executives intentionally and repeatedly violate HIPAA by
disclosing identifiable patient information, OCR will respond quickly and
decisively to stop such behavior. . . . Senior leadership helps define the
culture of an organization and is responsible for knowing and complying
with the HIPAA privacy and security requirements to ensure patients’ rights
are fully protected.

LESSON 19: BEEF UP BREACH NOTIFICATION

The Interim Final Rule for Breach Notification for Unsecured Protected Health
Information (Breach Notification Rule),108 issued under the Health Information
Technology for Economic and Clinical Health (HITECH) Act, became effective on
September 23, 2009. The Breach Notification Rule requires CEs and BAs to provide
notice after a breach of unsecured PHI.109

108 45 CFR 164.400-414. The Interim Final Rule that became effective on September 23, 2009,
remains in effect until HHS issues a new final rule.

109 The Federal Trade Commission (FTC) implements and enforces similar breach notifications which –
under HITECH – apply to vendors of personal health records and their third-party service providers.
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One of the most prominent provisions of the BNR is self-reporting. If a breach
involves 500 or more individuals’ PHI, the CE must report the breach to HHS
contemporaneously with notifying affected individuals.110 If the breach involves
fewer than 500 individuals’ PHI, the CE must report the breach annually, along
with other such breaches.111

Regardless of size, however, the CE must eventually report the breach to HHS.
The first self-reported breach resulting in a RA/CAP involved a hefty resolution
amount, and an admonishment regarding the BNR’s importance as an enforcement
tool. This case also highlights the importance of top-to-bottom enforcement,
including an organization-wide Security Rule risk analysis.

BlueCross BlueShield of Tennessee – March 2012 (RA/CAP and $1.5M resolution
amount)

OCR opened its investigation after the CE notified it that 57 unencrypted computer
hard drives – containing more than one million individuals’ ePHI – had been stolen
from a leased facility. According to OCR’s investigation, the CE received an alert that a
server at the facility was unresponsive, but did not respond or investigate until three
days later ‘‘because the unresponsive server message did not alert [the CE] that there
and been a theft, and the server did not appear to adversely impact operations.’’

Commenting on the RA/CAP, former OCR Director Rodriguez stated:

This settlement sends an important message that OCR expects health plans and
health care providers to have in place a carefully designed, delivered, and moni-
tored HIPAA compliance program. . . . The HITECH Breach Notification Rule
is an important enforcement tool and OCR will continue to vigorously protect
patients’ right to private and secure health information.

LESSON 20: DON’T SNOOP

The importance of role-based access is addressed above. Humans may be curious by
nature, but using or disclosing PHI in violation of HIPAA can most definitely kill the
cat. There is no such thing as ‘‘just a peek’’ at your neighbor’s, ex-spouse’s, or co-
worker’s PHI. An RA/CAP involving just this situation illustrates just how seriously
OCR takes access rights.

UCLA Health Systems – July 2011 (RA/CAP and $865,500 resolution amount)

Two celebrity patients who received health care at the covered entity filed
complaints with OCR alleging that unauthorized workforce members accessed and
reviewed their ePHI. OCR’s investigation indicated the following conduct occurred:

110 45 CFR 164.408(b).
111 45 CFR 164.408(c).
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� ‘‘[N]umerous’’ workforce members ‘‘repeatedly and without permissible reason’’
examined patients’ ePHI.

� A workforce member ‘‘repeatedly and without a permissible reason’’ examined
the ePHI of ‘‘many’’ patients.

� The CE did not provide and/or did not document providing necessary and
appropriate Privacy Rule and Security Rule training for workforce members.

� The CE did not apply and/or document appropriate sanctions for workforce
members who impermissibly examined ePHI.

� The CE failed to implement security measures sufficient to reduce risks of
impermissible access to a reasonable and appropriate level.

Former OCR Director Georgina Verdugo commented:

Covered entities are responsible for the actions of their employees. This is why it is
vital that trainings and meaningful policies and procedures, including audit trails,
become part of the everyday operations of any health care provider. . . . Employees
must clearly understand that casual review for personal interest of patients’
protected health information is unacceptable and against the law.

LESSON 21: PUBLIC ENTITIES AND GOVERNMENT ARE NOT EXEMPT

The HIPAA Rules’ standards, requirements, and implementation specifications
apply to covered entities, and – where provided in the Rules – to business associates.112

The definition of covered entity, health care provider, health care clearinghouse, or health
plan is not limited to private entities, and OCR has shown its willingness to enforce
against public entities and government.

First Settlement with a Public Entity: Alaska Department of Health and Social
Services – June 26, 2012 (RA/CAP and $1.7M resolution amount)

The CE reported to OCR that a USB hard drive, possibly containing ePHI, was
stolen from an employee’s vehicle. OCR determined, after investigation, that the CE
had not:

� Completed a Security Rule risk analysis.113

� Implemented sufficient risk management measures.114

� Completed security training for workforce members.115

� Implemented device and media controls.116

� Addressed device and media encryption.117

112 45 CFR 160.201(a) and (b).
113 45 CFR 164.308(a)(1)(ii)(A).
114 45 CFR 164.308(a)(1)(ii)(B).
115 45 CFR 164.308(a)(5)(i).
116 45 CFR 164.310(d)(1).
117 45 CFR 164.312(a)(2)(iv).
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Commenting on the RA/CAP, former OCR Director Rodriguez emphasized:

Covered entities must perform a full and comprehensive risk assessment and have in
place meaningful access controls to safeguard hardware and portable devices. . . .
This is OCR’s first HIPAA enforcement action against a state agency and we expect
organizations to comply with their obligations under these rules regardless of
whether they are private or public entities.

First Settlement With Government: Skagit County, Washington – March 2014
(RA/CAP and $215,000 resolution amount)

OCR received a breach report that unknown persons accessed seven individuals’
ePHI after the information was moved to a publicly-accessible server the CE main-
tained. OCR discovered a broader exposure of 1,581 individuals’ ePHI, including
sensitive information such as infectious disease testing and treatment.

OCR’s investigation indicated the following conduct occurred:

� Disclosure of 1,581 individuals’ ePHI in violation of the Privacy Rule.118

� Failure to provide notification to affected individuals in violation of the Breach
Notification Rule.119

� Failure to implement sufficient policies and procedures to prevent, detect,
contain, and correct security violations.120

� Failure to implement and maintain policies and procedures reasonably designed
to ensure Security Rule compliance.121

� Failure to provide security awareness training to all workforce members,
including IT staff, as necessary and appropriate for them to carry out their
functions within the CE.122

Former OCR Deputy Director of Health Information Privacy McAndrew stated:

This case marks the first settlement with a county government and sends a strong
message about the importance of HIPAA compliance to local and county govern-
ments, regardless of size. . . . These agencies need to adopt a meaningful
compliance program to ensure the privacy and security of patients’ information.

LESSON 22: RESEARCH INSTITUTIONS ARE ACCOUNTABLE

Feinstein Institute for Medical Research – March 2016 (RA/CAP and $3.9M resolu-
tion amount)

118 45 CFR 160.103 and 164.502(a).
119 45 CFR 164.404.
120 45 CFR 164.308(a)(1)(ii).
121 45 CFR 164.316(a) and (b).
122 45 CFR 164.308(a)(5).
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The CE – a biomedical research institute – notified OCR that an unencrypted
laptop computer containing approximately 13,000 patients’ and research subjects’
ePHI had been stolen from an employee’s car. OCR’s investigation indicated the
following conduct occurred:

� Impermissible disclosure of 13,000 individuals’ ePHI when a CE-owned laptop
containing ePHI was left unsecured in the back seat of an employee’s car.123

� Failure to conduct an accurate and thorough risk analysis of the potential risks
and vulnerabilities to the confidentiality, integrity, and availability of all ePHI
held by the CE, including the ePHI on the stolen laptop.124

� Failure to implement policies and procedures for granting access to ePHI by the
CE’s workforce members.125

� Failure to implement physical safeguards for the laptop containing ePHI so as to
restrict access by unauthorized users.126

� Failure to implement policies and procedures governing receipt and removal of
hardware and electronic media containing ePHI into and out of the facility, and
the movement of these items within the facility.127

� Failure to implement a mechanism to encrypt ePHI or, alternatively, to docu-
ment why encryption was not reasonable and appropriate and implement an
equivalent alternative measure to encryption to safeguard ePHI.128

OCR Director Samuels commented:

Research institutions subject to HIPAA must be held to the same compliance
standards as all other HIPAA-covered entities. . . . For individuals to trust in the
research process and for patients to trust in those institutions, they must have
some assurance that their information is kept private and secure.

LESSON 23: MIND YOUR MARKETING

Under the Privacy Rule, ‘‘marketing’’ is ‘‘mak[ing] a communication about a product
or service that encourages recipients of the communication to purchase or use the
product or service.’’129 While common usage of the terms ‘‘treatment,’’ ‘‘healthcare
operations,’’ and ‘‘marketing’’ unavoidably overlap, the Privacy Rule specifically defines
these terms so regulated entities can distinguish them. With limited exceptions, a CE
or BA must obtain the individual’s written authorization before using or disclosing
PHI for marketing purposes.

123 45 CFR 164.502(a).
124 45 CFR 164.308(a)(1)(ii)(A).
125 45 CFR 164.308(a)(4)(ii)(B).
126 45 CFR 164.310(c).
127 45 CFR 164.310(d).
128 45 CFR 164.312(a)(2)(iv).
129 45 CFR 164.501.
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The HIPAA marketing rules are complex. However, two RA/CAPs emphasize the
importance of prudent uses and disclosures for marketing.

Management Services Organization Washington, Inc. – December 2010 (RA/CAP
and $35,000 resolution amount)

HHS began investigating the CE based on a referral from the HHS Office of
Inspector General and Department of Justice, Civil Division, which had been inves-
tigating the CE and its owner for violations of the Federal False Claims Act. During its
investigation, OIG discovered that the CE’s owner also owned an entity that earned
commissions by marketing and selling Medical Advantage plans (Entity).

OCR’s investigation indicated that the following conduct occurred:

� Impermissible disclosure of ePHI to Entity without a valid authorization, for
Entity’s purpose of marketing Medical Advantage plans to the subject indivi-
duals.

� ‘‘Intentional[]’’ lack of appropriate and reasonable administrative, technical, and
physical safeguards to protect the privacy of the ePHI, and failure to implement
required administrative, physical, and technical safeguards for ePHI.

Since the MSO RA/CAP, HHS published the HIPAA/HITECH Omnibus Final
Rule, which substantially changed – and further restricted – the circumstances under
which a covered entity or business associate can use or disclose PHI for marketing
purposes. Certain marketing communications that were once possible without an
authorization now require one, and as a result, it is even more difficult for CEs and
BAs to use or disclose PHI for marketing purposes without obtaining the individual’s
valid authorization.

Complete P.T., Pool & Land Physical Therapy, Inc. – February 2016 (RA/CAP and
$25,000 resolution amount)

OCR began its investigation after receiving a complaint that the CE had impermis-
sibly disclosed individuals’ PHI by posting patient testimonials – including full names
and full-face photographic images – to its website without obtaining HIPAA-
compliant authorizations. OCR’s investigation indicated that the following conduct
occurred:

� Failure to reasonably safeguard PHI under the Privacy Rule.130

� Impermissible disclosure of PHI.131

� Failure to implement policies and procedures with respect to PHI designed to
comply with authorization requirements.132

130 45 CFR 164.530(c)(1).
131 45 CFR 164.502(a).
132 45 CFR 164.530(i)(1).
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OCR Director Samuels commented:

The HIPAA Privacy Rule gives individuals important controls over whether and
how their protected health information is used and disclosed for marketing
purposes. With limited exceptions, the Rule requires an individual’s written
authorization before a use or disclosure of his or her protected health information
can be made for marketing. . . . All covered entities, including physical therapy
providers, must ensure that they have adequate policies and procedures to obtain
an individual’s authorization for such purposes, including for posting on a website
and/or social media pages, and a valid authorization form.

CONCLUSION

Threats to the confidentiality, integrity, and availability of PHI abound. Protected
health information is a valuable commodity and cybercrime is easier than ever, making
health information a prime target for wrongdoers. Even apart from the criminal
element, IT systems and processes may fail, and employees may not know how to
safeguard PHI or may make mistakes when trying to do so. Given the threat environ-
ment and the high stakes involved with data breaches and security incidents, it makes
sense for CEs and BAs to use all resources at their disposal to maintain and strengthen
their HIPAA compliance.

OCR’s enforcement history provides valuable lessons to CEs and BAs, and CMPs
and RA/CAPs highlight areas of significant enforcement upon which OCR may focus
in the Phase 2 audits, as well as in complaint resolution. Studying these lessons and
putting them into action may help your organization avoid patient, financial, and
reputational injury in the HIPAA arena.
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