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The Password Is Dead; Is Knowledge-Based
Authentication Far Behind?

Nicholas R. Merker, Nicole R. Woods, and Blaine L. Dirker*

Knowledge-based authentication (“KBA”) can be a valuable tool against
fraud, but to what degree ultimately falls on those corporations and
financial institutions which rely on it as an authentication mechanism.
The authors of this article discuss the problems with KBA, and offer some
steps users can take now to strengthen security when using KBA.

Whether you know it or not, you are likely familiar with knowledge-based
authentication (“KBA”). If you have ever provided an answer to a “secret”
question to log on to a device or access an account, then you have used KBA.

WHAT EXACTLY IS KBA?

So what exactly is KBA? KBA is an identity authentication method used to
test your knowledge about you, the owner of your identity. Since your answer
should be known only by you, the user, one might presume that such
information would be relatively secure. It turns out, however, that most of your
information associated with KBA is far from it.

Passwords, while seemingly ubiquitous, may have found the end of their
usefulness—more often than not, most passwords can be guessed, obtained by
a key logger, or broken by brute force. In other words, no matter how unique
or lengthy or complex a password is, it may not be enough to completely secure
data. This has led many pundits to proclaim the password is dead, despite its
continued use and reliance.

Enter KBA: the security question(s) and answer(s) that can be used in
addition to your password. KBA is generally either static or dynamic. Static
KBA allows you to select from a set of pre-determined questions, such as “What
is the name of your first pet?” or “What was the name of your high school?”
Dynamic KBA generates questions dynamically that would only apply to one
specific person. Commonly referred to as “out-of-wallet” KBA, to signify that
the information could not be determined from the information typically
contained in a person’s wallet, such questions are generated from your credit

* Nicholas R. Merker is a partner at Ice Miller LLP and co-chair of its Data Security and
Privacy Practice. Nicole R. Woods is an associate at the firm focusing her practice on complex
commercial litigation. Blaine L. Dirker is of counsel in the firm’s Intellectual Property and Data
Security and Privacy groups. The authors may be reached at nicholas.merker@icemiller.com,
nicole.woods@icemiller.com, and blaine.dirker@icemiller.com, respectively.
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history or public records. Such dynamic KBA questions might ask “What was
the name of the school you attended when you were 10 years old?” or “What
year did you purchase your Jeep Wrangler?” Regardless of whether the KBA
questions are static or dynamic, the assumption is that only you know the
correct answers to the “secret” questions, thereby confirming your identity.

WHAT’S SO WRONG WITH USING KBA?

In the infancy of the internet, KBA appeared useful as a secondary form of
authentication for determining one’s access to restricted accounts, resetting
passwords, etc. It was presumed that only the user or those in the user’s inner
circle could know the type of information being requested by the security
questions. Now, however, thanks to the predominant use of social media, the
power of internet search engines, and access to public records via the internet,
your personal information may only be a few keystrokes away.

One of the earliest public examples of the vulnerability of KBA came in 2008
from then-Alaska Governor Sarah Palin. A hacker was able to obtain access to
Palin’s personal Yahoo email account. The hacker purportedly posted an
explanation of how he gained access to the account on an internet message
board. The description detailed how easily question and answer KBA can be
broken. The hacker requested to reset Palin’s Yahoo email account password and
was asked three questions: Palin’s birthdate, her zip code, and the location of
where she met her spouse. A quick internet search provided the answer to each
one of these questions. From there, the hacker was able to reset the password
and had exclusive access to Palin’s personal emails.

More recently, the cybercriminals have gained access to taxpayer information
“secured” by the Internal Revenue Service (“IRS”) by answering KBA questions
intended to prevent such access. In 2015, cybercriminals accessed the IRS’s
“Get Transcript” program using personally identifiable information (e.g.,
names, addresses, social security numbers, etc.) to answer KBA questions,
which allowed the cybercriminals to download prior year’s income tax returns
and file phony tax returns to claim fraudulent refunds. Similarly, in 2016,
cybercriminals breached the IRS’s E-File PIN application by answering KBA
questions required to retrieve forgotten PINs. As a result, more than 100,000
social security numbers were compromised.

In the day and age of booming social media, an alarming amount of so-called
“secret” personal information is available for anyone to see. In 2016, 78 percent
of Americans had some type of social media profile. As of February 1, 2017,
there are over 1.86 billion monthly active Facebook users with 293,000 statuses
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updated and 136,000 photos uploaded every 60 seconds. That vast amount of
sometimes highly-personal information is now a source of potential fodder for
a would-be hacker.

“What is your pet’s name?” Chances are that information has been
mentioned on a Facebook timeline. “What is your mother’s maiden name?” If
not mentioned on a social media, an alarming amount of data is available on
genealogy sites, such as ancestry.com. “What high school did you go to?” A
picture of a recent reunion might be available on Instagram. And so on, and so
forth.

However, even if someone shuns social media and never posts a single thing
about themselves on the internet, that does not protect their answers to KBA
“secret” questions. In December 2016, Yahoo revealed that in August 2013, it
was the victim of the world’s largest ever cyber-attack involving the breach of
more than one billion user accounts. The information stolen in that attack
included names, telephone numbers, dates of birth, passwords, and security
questions and answers. Given that they relied on static KBA questions, chances
are high that the same answers could be used to gain access to the users’ other
accounts that used static KBA questions.

I’M FORCED TO USE KBA, WHAT NOW?

As proven time and time again, passwords and security questions/answers are
not secure, which has security experts advocating for the demise of KBA much
in the same manner they have been for passwords. In fact, the federal
government has taken steps to remove the question and answer KBA for federal
accounts. Earlier this year, the National Institute of Standards and Technology
(“NIST”) released updated Digital Identity Guidelines. NIST indicated that it
removed insecure authenticators from its recommended list, and security
questions and answers are no longer endorsed as a protective measure.

A full transition away from question and answer KBA will not be simple or
quick. However, in the meantime, there are some steps users can take now to
strengthen security when using KBA.

• Do not reuse the same security question. A KBA question selected for one
account should never be used as a KBA question for another account.
Doing so just makes you more vulnerable in the event of a data breach.

• Use unexpected answers to security questions. If an online account, such as
a bank or medical provider, continues to require question and answer
KBA, do not answer the questions with the actual answers. This is
especially true if the user previously had a Yahoo account at any point
in the past due to their huge data breach. Generally speaking, security
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questions only have one correct answer, which users are likely already
using. How can you change these static answers? Simple—use a string
of random characters. What is your pet’s name? “BfQ27~9!” Where did
you get married? “jptnY624&L” Again, these should not be repeated
across accounts.

• Use two-factor authentication. Where available, make sure two-factor
authentication is enabled to access your accounts. Authentication types
are typically grouped into three categories: knowledge (i.e., something
you know), possession (i.e., something you have), and inherence (i.e.,
something you are). KBA is based on knowledge. Authentication based
on possession requires you to physically possess something else to
authenticate your identity. Inherence uses biometric based authentica-
tion, such as fingerprint or retina scans. Two-factor authentication
requires two steps to authenticate a user’s identity, each step from a
different category. For example, Google has the option of two-factor
authentication when you sign in to a Google account. After inputting
a password (“things you know”), Google will send a text message to the
user’s phone with a time-limited code (“things you have”) that the user
will then need to enter. Therefore, even if a hacker has a password, the
hacker will not be able to gain access to the account if the hacker does
not have the user’s phone.

CONCLUSION

KBA can be a valuable tool against fraud, but to what degree ultimately falls
on those corporations and financial institutions which rely on KBA as an
authentication mechanism. If your company relies on KBA, make sure your
company is taking the appropriate identity proofing measures when it comes to
using KBA, such as using dynamic KBA questions rather than static KBA
questions, pairing KBA with other identity verification technologies, etc.
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