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What is the Internet of Things? 

Patent Litigation Involving the Internet of Things 

Patent Litigation Risks Involved with Internet of 

Things Deployments 

Avoiding Future Liability 

 

 

 

Topics to Discuss 



Ice on Fire 

Working Definition: 

 

“the interconnection via the Internet of computing 

devices embedded in everyday objects, enabling them 

to send and receive data” 

 

 

 

 

What is the Internet of Things? 
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Typically involves: 

Deployment of sensors (location, medical, 

temperature) attached or proximate to various 

remotely monitored entities (patients, shipping fleet, 

crops) 

Wireless functionality or radios attached to the sensor 

May include local processing intelligence/control 

Centralized control and processing functionality which 

collects and processes data from remotely monitored 

entities 

May also involve return control or management of 

remote hardware 
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https://www.businessinsider.com/internet-of-things-definition 

 

 

 

 

 

 

What is the Internet of Things? 
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 460 Cases were filed in 2016 on IOT and IOT-

adjacent technologies 

Up about 200 percent since 2012  

Cases overwhelmingly filed by non-practicing entities 

 

 

 

 

 

 

 Internet of Things Patent Litigation   
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 1. A method for characterizing a vehicle's fuel 

efficiency comprising: 

generating parameter-related data from the vehicle 

that describes at least one of a plurality of vehicle 

parameters including: vehicle speed, fuel level, 

engine speed, load, mass air flow, manifold air 

pressure, odometer reading; 

transferring the parameter-related data to a wireless 

appliance comprising a wireless transmitter; 

Sample Claim (USP 6,594,579) 
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transmitting the parameter-related data with the 

wireless transmitter over an airlink to a host computer 

system; and 

analyzing the transmitted parameter-related data with 

the host computer system to calculate the vehicle's 

fuel efficiency, the analyzing comprising determining 

an amount of fuel consumed by the vehicle during an 

interval, determining a distance traveled by the 

vehicle during the interval, and calculating the 

vehicle's fuel efficiency from the amount of fuel 

consumed and the distance traveled during the 

interval. 
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Local processing intelligence 
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 Potential Components at Issue  
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Patentees may choose to target larger end-users 

(hotels, universities, transportation entities) that can 

be accused of direct infringement rather than 

component manufacturers 

Accused infringer may have difficulties obtaining 

indemnification  

Many indemnification terms are limited to infringement 

claims arising solely/primarily out of use of purchased 

component and exclude combined uses 

 

 

 

 

 

Issues Presented by Multi-Component 

Infringement Arrangements: 
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Often only cover infringement derived from 

purchased technology acting on its own or common 

uses  

If significant additional functionality is derived from 

third party components, no indemnification 

For example, sensor indemnification terms may be 

limited to infringement allegations based primarily on 

sensor functionality 

 

 

 

 

 

 

 

Typical Indemnification Clauses 
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Hire a single integration vendor and require 

indemnification for all infringement based on any use 

of the system 

Advantages: 

Will likely provide indemnification against claims  

 

Disadvantages: 

May be more expensive 

May not meet customization needs 

 

 

 

 

 

 

 

 

Solutions 
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Seek broader indemnification terms from component 

manufacturers 

Advantages: 

Ability to proceed with best/cheapest designs 

Lower cost 

 

Disadvantages: 

May be difficult to obtain agreement 

 

 

 

 

 

 

 

Solutions 
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Go without full indemnification 

Advantages: 

Ability to proceed with best/cheapest designs 

Lower cost 

 

Disadvantages: 

Some risk of paying settlement costs or for litigation 

defense 

 

 

 

 

 

 

 

Solutions 
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Landscape has shifted unfavorably for IOT-type 

patents 

Claims may be susceptible to patent eligibility 

challenges and early motions to dismiss 

Network claims have fared poorly in Inter Partes 

Review challenges before the US Patent Office 

TC Heartland Supreme Court decision has made it 

more difficult to obtain favorable venue 

These factors may make it easier to obtain 

settlement on favorable terms or obtain resolution 

without extensive litigation 

 

 

 

 

 

 

 

Defenses against IOT Patent Assertions 


